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I
1}

HEOIA Bfek=2 = At XEH Jis

FEMRIEAATRETRI) EA (1987~2001)
- QFHOH|Q0], QF4-HTLA CTO (2001~2004)
- SEQIHUIRIS(KISA) QIE{LIZISHCHS MIE LA (2004~2014)

ron

- st ARSI W4 (2014~54XH)
- ZYTHEH 23O TMIE MEJE (2020~31KH)

ZAZ AlCO| THOR ABZH0] MOt 0| H2O| 2 RE0| 7ksaiM AIHOIXI2L, 0|2 15t HAH 27| E3t Hatoin
QUELICH AO[HHIOr ZESOfA IEDIS, DRMO) 374 2, 510k Ko &l A% AIQ| RXHA FoH AtilS L0210 Z1A1 AfO|H]
EL] w0 Jlgroz ZAHZ Al KA 2 A

O
7152 &8st tH20| el EF&LICt E5] Al/ML, MZEZAE, E2XQ1, S2RE, USS| Vs S8
Y

2lol7| et HEHQ LOrS MAlohl e S Yol ol ZOorgH .

R
ma
i
4

|
i
o3

. . . I . Of x4 H THXF -
The progression of the hyperconnected era has transcended spatial and temporal barriers, facilitating rapid A0t EF ZHE0M Hit2 MAH 7=

dissemination of information, yet simultaneously exacerbating copyright issues. This presentation explores the

limitations and security vulnerabilities of watermarking and DRM, as well as copyright infringement cases involving
enerative Al, from a cybersecurity perspective. It delves into the use of cutting— edge cybersecurity technologies as _

° yhersecurty perspective. M YRR AOJE EIO ZEEOIA HIZHR R 7|&0] W Wt

countermeasures. Specifically, it discusses trends in Al/ML, zero trust, blockchain, cloud, and encr yption technologies,

proposing practical measures to enhance copyright protection and exploring future directions for development.
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» Google, Watermarking Al-generated text and video with SynthiD
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+ Swapnaneel Dhar et al., %Xt ${E{0I3 7|% Survey

27} HE OIS
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+ Nist, Migration to Post-Quantum Cryptography
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+ Abhijit Mali, Cloud Security with AWS
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+ Abhijit Mali, Cloud Security with AWS
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+ Google, BeyondCorp: A New Approach to Enterprise Security (HIZE2{AE)
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* MIT, Using Al to protect against Al image manipulation (RE7I= &35t 2o|X Al MZ| BiX])
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+ Xiangli Xiao et al., Blockchain—based reliable image copyright protection + Xiangli Xiao et al., Blockchain—based reliable image copyright protection
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The draft EUIPO Strategic Plan 2030 considers copyright a priority and promote the implementation of EU
copyright policies. It is envisaged that the Office will establish the EUIPO Copyright Knowledge Center which will
consolidate ongoing copyright initiatives (including the out of commerce works portal) and gradually develop new
projects. This should include a “Copyright Knowledge Hub” that will combine, in a single landing page, existing
and future information resources on copyright. Furthermore, the EUIPO plans to create a “CopyrightView” database
consolidating information from national and EU copyright databases, offering advanced search functionalities to
determine the copyright status, authorship and ownership of works. The EUIPO is also exploring the possibility of
developing services facilitating opt—out for text and data mining expressed by copyright holders that should benefit
also Al companies that must respect the opt—out,
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Intemational Copyright Technology Conference 2024
Copyright Protection Technology: Safeguarding Creativity in the Hyperconnected Era of Digital Transformation

Reinforcing the EU copyright infrastructure in the digital age
—the case for new EUIPO copyright initiatives
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Head of Service “IP in the Digital World”
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Overview

¢ Introduction EUIPO Observatory

e Copyrightin the digital age — current initiatives of the EUIPO Observatory
o Online Copyright Infringement in the European Union (study 2024)
o “Good practices” online intermediaries to combat infringement of copyright
o Combat live event piracy
o Out of commerce Works Portal

e Creation EUIPO Copyright Knowledge Centre (envisaged for 2025)

e Future initiatives
o Al and copyright
o “CopyrightView”

¢ Final comments

—
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European Observatory on Infringements of IP rights — General objectives

Build trust and respect for IP Support EU policies
& - Py

Goal
Goal

Facts & Tools &

evidence resources for

s
O}
@ @ enforcement @
Strengthening the network International cooperation

Awareness
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Contribution EUIPO Observatory to intellectual prope
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EUIPO Observatory supports EU policies -]

v' Recommendation on combatting online piracy
of sports and other live events, 2023

v Digital Services Act (DSA), 2022

v' Directive on copyright and related rights in the
Digital Single Market (Out of Commerce
Works Portal), 2019

v' Directive on certain permitted uses of Orphan
works, 2012

v' Directive on the Enforcement of intellectual
property rights, 2004

Online Copyright Infringement in the EU

R guipo ‘R EUIPO
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Trends in digital copyright infringement in the European Union

- EUIPO economic study originally from 2019 with regular updates, next version “Online Copyright Infringement
in the European Union” scheduled to be published in November 2024

- Films, Music, Publications, Software and TV

- Analysis per EU Member State, per type of content, access method, type of device...

- New for 2024: illegal streaming of IPTV piracy (over Internet Protocol networks)

- Key findings 2024 (tentative):

o  Overall piracy stabilizing at about 10.5 accesses per internet user per month
— TV piracy in the EU stabilized in 2023 at 5.2 accesses per user/month but with variations
— Film piracy decreased by 38% in 2023
— Music piracy slightly increased at 0.64 accesses per internet user/month
— Publications piracy remains flat with an average of 2.7 access per internet user/month
— Software piracy increased 6% in 2023
— Sports live event piracy increased from 2021 to 2023, peaking in the summer months

o  Certain substitution between pirated and legal content
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Good practices (online) intermediaries to
combat copyright infringements
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“ “Good practices” papers online intermediaries to combat misuse of IP
(in yellow, relevant for copyright)

ONLINE ADS
(2025)

ONLINE SEARCH

DOMAIN NAMES

PAYMENTS

(2024, upcoming)
% SOCIAL MEDIA

APPS & APP STORES
(2024)
?{ TRANSPORT & LOGISTICS

LIVE EVENT PIRACY (=
© &D AUTOMATED CONTENT RECOGNITION

Cooperation
with
intermediaries

R

St @

APPS & APP AE0]
(2024)

'
Ho
of
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Live event piracy
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CHALLENGES AND SPECIFICITIES OF LIVE EVENT PIRACY

Live nature

Unauthorized
retransmissions
of live sport and

other cultural
event

e Main
commercial
value during
live
transmissions

e Significant
loss in
revenues

e Undermines

the viability of

the services

New methods of
piracy and
resilience

strategy

e Increasingly
sophisticated
means (illegal
IPTV, apps,
website,
‘Piracy-as-a-
Service’) /

mirrors

Misuse of
intermediaries
services

(upstream,
downstream)

e Crucial role
intermediaries
in assisting
holders of
rights

e Need for
effective legal
tools tailored
to respective
functions of

intermediaries
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- EURCPEAN
COMMSSION

Tackling live event piracy
The EU Journey

MAY
2021

MARCH

2023

MAY
2023

JULY
2023

OCT

European Parliament resolution on the
challenges of sports events

Publication of the EUIPO Live Piracy
Discussion Paper

Adoption of the European Commission

Recommendation

Publication of Key Performance
Indicators after stakeholders’
consultations

High level Conference Implementation
of the Recommendation and first

w4s20m

o combating saline piracy of yports and ether Hve eveats

O“O.u:”" 2023 meeting of the public sector network
o combating soline piracy of sports and ether Hve events. 1 2
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‘R EUIPO  https://www.euipo.europa.eu/en/observatory/enforcement/combating-piracy

N/
D ( %lﬁ -1

<D
European Commission
Recommendation on
combating online piracy of
sports and other live events

Adopted on 4 may 2023
Evaluation by 17 Nov 2025

NOTICES on live events: Prompt
treatment & Cooperation

INJUNCTIONS: Dynamic injunctions,
Safeguards & Voluntary
Cooperation

RAISING AWARENESS and
VOLUNTARY COOPERATION
between public authorities

FOLLOW UP AND MONITORING

‘R EUIPO  https://www.euipo.europa.eu/en/observatory/enforcement/combating-piracy

202317 58 42 X
20254 118 172 7tx ZIf
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eweo  Qut of commerce works

Out-of-commerce works are works ©
that are still protected by copyright '
but are no longer or have never
been commercially available (a
reasonable effort to determine their
unavailability)
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* New out-of-commerce works regime under the Directive (EU) 2019/790,
to enable mass digitization projects from cultural heritage institutions

* New mandatory exception/limitation to copyright (to allow cultural
heritage institutions to digitalize) with an “opt out” mechanism (in case
right holders such as authors and publishers do not wish their works to
be used this way)

* Role of EUIPO Observatory in establishing and managing a single online
portal for out-of-commerce works
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|
EUIPO  The QOut of Commerce Works Portal

* Public single online portal for the out-of-
commerce works

* Go-live date 7 June 2021
* To date 2 million + records uploaded
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‘R EUIPO  Pyrpose of the Portal

future uses of out-of-commerce works

Make it easier for right holders to opt-out

Reure  mEHO| F9 2
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Creation “EUIPO Copyright Knowledge Centre” (2025)
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o Bilateral
o Multilateral

(WIPO,UNESCO,
OECD, Council of
Europe...)

o Cooperation
with
Intermediaries

o Live event
piracy

o IP Enforcement
Portal

/

INTERNATIONAL

OBSERVATORY NETWORK

ENFORCEMENT
FIGHT AGAINST

AN

o Value content
o Impact Piracy

LEGAL

~

EUIPO
COPYRIGHT
KNOWLEDGE

CENTRE

ECONOMICS
DATA
STATISTICS

/

COPYRIGHT
TOOLS

OUTREACH
AWARENESS
AND EDUCATION

Legislation
Case-Law
Judges

o Orphan works

Out of Commerce
Work Portal

Opt-out Gen Al

o CopyrightView

(e}

O O O O

ADR

Knowledge Hub
Agorateka
Metadata education
Copyright and Al

TARGETED NETWORK - NATIONAL COPYRIGHT ADMINISTRATIONS
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Al and copyright — technical study
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EU Artificial Intelligence Act (2024) and copyright

e The new EU law on Al includes two requirements for providers of general-
purpose Al models:

o To put in place a policy to respect Union copyright law in particular to
identify and respect the reservation of rights (“opt out”) under the Text
and Data Mining exception of the Copyright in the DSM Directive (2019)

o To draw up and make publicly available a sufficiently detailed summary
about the content used for training, according to a template

e Aim: to support the enforcement of EU copyright rules in the context of the
development of generative Al

—
R EUVIPO

EURDDEAN UNICH

EU Q1 3X| 5% (2024) U X=HA
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CIXIE AlcHel EU Af2FA 182t Zet: EUIPOS| M22 MAH A& | 62| Eid=

STRLLETUAL PRoPERTY OFFICE GenAl

EUIPO study on GenAl and Copyright - INPUT

== KEY ELEMENTS OF THE ANALYSIS

USE OF CONTENT

Through different methods & at the different phases of
GenAl system training

SOLUTIONS & PRACTICES

To limit, reserve, support access or license the use of
copyright protected works as training materials

t> TDM-AI TOM Reservation Protocol (TDWRep) .@
‘ & ‘ .
robots.txt b [RIGRTSANOA . con | 0
Certified
Q F?Tg:“!”ggm« GenAl

M XRE A, o,

MA B

ﬁ TDMAI @ TDM Reservation Protocol V(TDMRep) | /’r; \
| mnlunmm,x‘rm‘ Groy, Ri,m 02 February 2024 “\: E /,

robots.txt /j | FIORTSANE oty e

Cartified
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PTRLL FETUAL PROPERTY OFFICE GenAl

EUIPO study on GenAl and Copyright OUTPUT

== KEY ELEMENTS OF THE ANALYSIS

GENERATION OF CONTENT

Methods & phases including defining and analysing
prompts, refining output, content moderation and
validation

SOLUTIONS & PRACTICES
To identify and/or mark Al generated works

& C2  Labeling Al-Generated Images
g PA on Facebook, Instagram and
Threads

GenAl

@ Cc2 |?abe|ing Al-Generated Images
@ PA on Facebook, Instagram and
Threads
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R EUIPO

RETIAL PROPRTY OFFICE

Copyright View

A central EU copyright search service,
linking the existing databases providing
information on copyright (incl. national
deposit systems, registries, orphan and out of
commerce databases, private copyright
registers, ‘CMO’ databases) with advanced
search  functionalities for participating
databases.

R EVIPO

CopyrightView

¢ EU 11’5.*-'-‘._1 AM MU A: XNZEHH 2
HMHEE H35t= 7| HO|EH|O|A (=7} O K|
ANAED SE5, 10t Xi = S8 &48EX %=
ME= HloHH oA, TI7H MEHH S5 &,
‘CMO’ HlO|EH|o|A Zgh AHAZ % HOSH=
C|O|EHHO|AE 2ot g HM 7|5 XS

CIXIE AlcHel EU Af2FA 182t Zet: EUIPOS| M22 MAH A& | 62| Eid=

Objectives

*  First step in contributing to the development of an EU copyright infrastructure

* To the benefit of creators in the management of their rights and users to identify
works

* Improving quality of and access to information in existing copyright databases

Gradual approach in 4 successives steps

* Map existing databases (public/private, national/EU, compulsory/voluntary)

* Engage with relevant stakeholders to discuss feasibility of a search functionality
* Engage in standardisation initiatives on content identifiers

* Set up and operate search tools.

Flexible approach
* Journey with a clear destination but multiple paths
* Interaction with other initiatives EUIPO Copyright Knowledge Centre

EU IPO

AL PROPSATY OFFICE
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Physical Unclonable Functions (PUFs) are a technology that utilizes the subtle physical irregularities in material
structures to generate unique cryptographic keys that are impossible to replicate. Even in identical environments,
each PUF produces outputs that are distinct, making it a crucial security element for authentication and cryptographic
processes in Internet of Things (IoT) devices.

In this presentation, we introduce a novel security technology using four-dimensional PUFs (4D PUFs) that implement
time-varying chaotic emission patterns. These 4D PUFs are based on MoS2 atomic seeds, forming hybrid states
with emitters of varying lifetimes, resulting in irregular lifetime distributions that cannot be duplicated. The process of
generating bitstreams from these patterns is demonstrated, highlighting their use in encryption and authentication.
Compared to traditional optical PUFs, 4D PUFs exhibit significantly enhanced counterfeit deterrence and security
performance.

This technology also has important implications for copyright protection. Anti—counterfeiting tags affixed to products
are a key tool in copyright enforcement, and these tags must be cost-effective, mass—producible, and capable of
rapid authentication. In this presentation, we introduce a laser ablation technique that creates randomly distributed
crater patterns on laser—sensitive materials. These patterns, generated in a short amount of time, provide unique
randomness that can be digitized to verify product authenticity. The efficacy of these tags is demonstrated through
statistical NIST tests, which show high randomness and extremely low error rates.

In conclusion, 4D PUFs and laser-based anti—counterfeiting tag generation techniques offer groundbreaking security
solutions for copyright protection and counterfeiting deterrence. These technologies are expected to play a critical
role in the future protection of loT devices and digital content.
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Physically unclonable technology
and copyright protection
technology

Wook Park
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=c|X A &7ts &= (PUF)

= A function that is embodied in a physical structures and is easy to evaluate but hard to clone

% Unique code for each device!
Impossible to COPY!!

Micro/Nanowires

~

\ -Unique
|\ -Reliable
' -Robust Micro/Nanopiliars

Low-cost @

Hardware authentication @hysically Unclonable Code) MicoMNancnans

Random micro/nanostructures

Physically unclonable function (PUF)

pdied in a physical strlictures and is easy td“evaluate but hard to clone

% Unique code for each device!
Impossible to COPY!!

Micro/Nanowires

Hardware authentication Ghysically Unclonable Code)

Micro/Nanopores

Random micro/nanostructures
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Physmally unclonable function (PUF)

An effective tool for anti-counterfeiting system

Challenge-response pair (CRP)

Challenge: physical stimulus applied to the structure
Response: reaction of the PUF

Extracted output of PUF: bit string
Identification of PUF: distance measure (Hamming distance)

Inter-distance
Distance between the two responses resulting from applying a particular challenge to
two different PUFs
Uinter- UNiqueness (50% of bit length = best distinguishable)
Intra-distance
Distance between the two responses resulting from applying a particular challenge
twice to one PUF
Mintra: FObustness (small = reliable PUF response)

68

Normalized distribution 00

Normalized distribution [0
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-1 —
&t PUF
Coherent multiple scattering from inhomogeneous structures

30 token 2D speckle

Interference

CRP
- challenge: beam angle
- response: speckle pattern
Data set (576 keys)
- 4 tokens
- 144 angles

1]

02 04 06 08

Nor d Hamming di

R. Pappu et al.

Optical PUE

Coherent multiple scattering from inhomogeneous structures

30 token 20D speckle

Interference ) W Gabor hash [ NTNITENID

CRP
- challenge: beam angle
- response: speckle pattern
Data set (576 keys)
- 4 tokens
- 144 angles

02 04 06 08
Normalized Hamming distance

R. Pappu et al,, Science, 297 (2002)
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& PUF Z0| PUF
Coating layer
Randomness of capacitance in comb-shaped sensors in IC matrix (aluminophosphate)
random dielectric particles
(Tio,, TiN)
-\, Opaque & chemically inert CRP
o challenge: sensor
Random dielectric coating .
= = Response: capacitance
— - Data set
36 chips
31 sensors

Unique surface imperfections in documents

Chip A
Thallenge | Response

sersor 1

sersor 2

2 04 08 0%
Fraction of blocks mwching

Intensity change (%)

20 CRP

Pesition (mm)
Measure capacitance = challenge: laser beam

§ - response: speckle pattern

Cross-carrelation

5 i ‘v‘,‘r’.‘-‘w‘fw'p‘ﬂ*.’.‘. ; Data set
500 sheets

R. Maes and |. Verbauwhede, Towards Hardware-Intrinsic Security Information Security and Cryptography (2010) [+ Sob 0

P. Tuyls et al., Cryptogrpahic Hardware and Embedded Systems Workshop (2006) Positional shift (mm) J. D. R. Buchanan et al., Nature, 436 (2005)

Coating PUF Paper PUE
Coating layer
Randomness of capacitance in comb-shaped sensors in IC matrix (aluminophosphate)
random dielectric particles
(Tio,, TiN)
-, Opaque & chemically inert CRP
X challenge: sensor
Response: capacitance
Data set

— 36 chips
T BT 31 sensors

sersor 1

Unique surface imperfections in documents

Random dielectric coating

Silicon substrat;

sersor 2

2 04 0e 0z
Femction of blocks mwching

Intensity change (%)

20 CRP
Position (mm)
Measure capacitance > - challenge: laser beam
- response: speckle pattern

5 by ol r’m’w Data set
500 sheets

Cross-carrelation

R. Maes and |. Verbauwhede, Towards Hardware-Intrinsic Security Information Security and Cryptography (2010) [} 55 0 5

P. Tuyls et al., Cryptogrpahic Hardware and Embedded Systems Workshop (2006) Positional shift (mm) J. D. R. Buchanan et al., Nature, 436 (2005)
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Manufacturing process variations in integrated circuit (IC) design

FETs with Random 1 e A
Thresholds Comparator Output o

Data set
- challenge: MOSFET block - 55 chips
- response: load voltages - 132 blocks

R. Maes and I. Verbauwhede, Towards Hardware-Intrinsic Security Information Security and Cryptography (2010)
K. Losfstrom et al., In proceeding of ISSCC 2000 (2000)

Silicon PUFE

Manufacturing process variations in integrated circuit (IC) design

Drain Voltage %
] >

RN

FETs with Random 1- 1
Thresholds Comparator Output 0=

Data set
- challenge: MOSFET block - 55 chips
- response: load voltages - 132 blocks

R. Maes and |. Verbauwhede, Towards Hardware-Intrinsic Security Information Security and Cryptography (2010)
K. Losfstrom et al., In proceeding of ISSCC 2000 (2000)

72 73



2024 SHIXIERAD 1= SMEA

=28 =X 2715 7 IsL MM B VLS | 9

Particle synthesis: Wrinkle patterning:
Optofluidic maskless lithography (OFML) Silica-coating & drying

Silica-coating time

0 min 160 min

prepolymer

Objective lens N =
Bare particle

Mixed —

solution for

UV light -
silica-coating 5 Silica

Agitating Polymer

Digital micromirror P
device (DMD) = 2 - 500 nm

S. E. Chung et al., Applied Physic Letters, 91 (2007)
W. Stober et al., Journal of Colloid and Interface Science, 26 (1968)
J. Ge and Y. Yin, Advanced Materials, 20 (2008)

Fabrication Process

Wrinkle patterning
Silica-coating & drying

Silica-coating time

0 min 160 min

Photocurable
prepolymer

Sbislals Bare particle Silica-coated
~ Mixed —
UV light solution for
silica-coating 3 ! ) n &

- Agitating Polymer
Digital micromirror 2 B : -
device (DMD) . 3 . P, 500 nm

S. E. Chung et al., Applied Physic Letters, 91 (2007)
W. Stober et al., Journal of Colloid and Interface Science, 26 (1968)
J. Ge and Y. Yin, Advanced Materials, 20 (2008)
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Wavelength Control

Top surface

E,: Elastic modulus of substrate (=polymer)
Ef: Elastic modulus of film (=silica layer)
v,: Poisson ratio of substrate
vs: Poisson ratio of film
t :Thickness of film

(1-v)E,
3(1 . V;-‘)Es

Coating time > 1 > AT
UV light dose ™ - ET > Al

N 2 (2006)

Wavelength Control

Top surface

E,: Elastic modulus of substrate (=polymer)
E: Elastic modulus of film (=silica layer)
v,: Poisson ratio of substrate
vz Poisson ratio of film
t :Thickness of film

1/3

(1-v)E,
3(1-V)E,

Coating time) > 1 > AT
UV light dose ™ > ED > AL

=28 =X 2715 7 IsL MM B VLS | 9
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Major features of a fingerprint

Ridge ending Ridge bifurcation

No two fingers have identical minutiae patterns!

Minutiae

Major features of a fingerprint

Ridge ending Ridge bifurcation

No two fingers have identical minutiae patterns!
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Identification of Fingerprints

E0ld =& 118

1. Original image 2. Ridge enhancing

3. Orientation correction

L, "
25V

4. Thinning & extraction

Ridge ending
Enrolment database Matcher

Extracted minutiae

g
N

User identity

Ridge bifurcation

I
/N

A. K. Jain, Nature, 449 (2007)

Identification of Fingerprints

1. Original image M|nUt|aez.E-.3gE§1§rtcli%n ProcesﬁOrientation correction

Input fingerprint

> N\,
1
Minutiae extractor _&"
L
o o-
y: @

o KN 4. Thinning & extraction
A L1 : 7 q
% %
% B dp %o
o,
e P e T Py

Ridge ending
o o o o
Enrolment database Matcher

Extracted minutiae

-
User identity

Ridge bifurcation

/

A. K. Jain, Nature, 449 (2007)
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Cross-correlation of 350 particle images

minutiae (m)

binary key (k)

First scanned artificial

Second scanned artificial fingerprints

Al

Normalized distribution

database (m, k) Normalized distance

Cross: orfelatiorhoffi particle images

eritying the Uniqueness of Minutiae

minutiae (m)
CH =l ==
REPUBLIC OF KDRSA

binary key (k)

First scanned artificial fingerprints

Second scanned artificial fingerprints

il

database im, k) Normalized distance

Normalized distribution
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Phosphorescent
Crystals

MosS, Atomic Seed

Im, H., Yoon, J., So, B., Choi, J., Park, D. H., Kim, S., & Park, W. (2024). Four-Dimensional Physical Unclonable Functions and Cryptographic Applications Based on Time-Varying Chaotic
Phosphorescent Patterns. ACS Nano, 18(18), 11703-11716.

Four-Dimensional Physical Unclonable Functions and Cryptographic

Applications Based on Time-Varying Chaotic Phosphorescent Patterns
Authentication examples

<l T’me:Varymg’Chaotlc Pattern

’)‘? CpaDT g (
@ 3f4D I?UFS.\
P

Phosphorescent
Crystals

MosS, Atomic Seed

Im, H., Yoon, J., So, B., Choi, J., Park, D. H., Kim, S., & Park, W. (2024). Four-Dimensional Physical Unclonable Functions and Cryptographic Applications Based on Time-Varying Chaotic
Phosphorescent Patterns. ACS Nano, 18(18), 11703-11716.

3D Morphological Characteristics
A Unit Pixel PUF

Position, n Area Ratio, A

2nd Layer

I1st Layer

Norm. PL Int.

Time (us)
TRPL Emission Image

3D Morphological Characteristics
A Unit Pixel PUF

2nd Layer

|st Layer

Norm. PL Int.

Time (ps)
TRPL Emission Image
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3 ; increasing (e s,
Challenge, C, Response, R § s b g high-density scanning lines and a

[] N - Step 1 o 3 :
Eﬂﬁl - g . . n-A, Pairs Sorted in Ascending Order of A, e bk iy
j. _].L- "‘ : : = g r:egm;.m;..' PR

n correspondingto A

Step 2
Integer n Converted from Decimal to Binary

‘.I 5 2 / [42,60, .. = [01010100111100..) :

8x8(64 blts, u=05) 4 x4 Organic Crystal/MoS, Pixel Array Bit:Stream 896 bits, 11 = 0.5
Capacity ,,C,,> 10" n-A_Pairs (n=0,1, .., 255)

Gandla, S., Yoon, J., Yang, C., Lee, H. J., Park, W., & Kim, S. (2024). Random laser ablated tags for anticounterfeiting purposes and towards p unclonable functions. Nature Communications , 15(1).

Random laser ablated tags for anticounterfeiting
purposes and towards physically unclonable functions

increasing the spet

high-densit ni
Challenge, Response, R gn-Censly S

Step 1
n-A_Pairs Sorted in Ascending Order of A

An‘ ttps://pubs.acs.org/do i ¢ i k F ' 2 Baed-ib
g acsnana - Predictable Irregular pattern - Unpredictable

n correspondingto A

Step 2
Integer n Converted from Decimal to Binary

EEE U L
F‘.Ij I.I : [42,60,..)= [01010700111100..] B

8x 8 (64 bits, = 0.5) 4x 4 Organic Crystal/MoS, Pixel Array Bit:Stream 896 bits, = 0.5
Capacity ,,C,,> 10" n-A_Pairs (n=0,1, .., 255)

Gandla, S., Yoon, J., Yang, C., Lee, H.J., Park, W., & Kim, S. (2024). Random laser ablated tags for anticounterfeiting purposes and towards physically unclonable functions. Nature Communications , 15(1).
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Rotation angle 13°

Schematic representation Identification and anticounterfeiting

—_—
Manufacture

Information storage
(Goads & their responsa key pair)

— X N ."’ 7 cSooo
Laser scan lines oS > . 2000

. . R | 2 - c—> 000
Decrease in density of scanning lines

Zox

(Goods &
4 private challenge key)

Authentication Authenticaton
Attempt (Success) Attempt (Failure)

=l v

User with the tag and Intruder with the tag and -
private challengs kay unknown challenge key

<
=
e
o ©
0o
c o
25
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T
L @
S @
T E
< E
o
o
+
o N
>

Rotation angle 13°

Schematic representation b Identification and anticounterfeiting
—_—
Manufacture
Information storage
= (Goads & their response key pair)

Laser scan lines

Decrease in density of scanning lines

Distribution
(Goods &
4 pn'vate challenge key)

Authenticaton
Attempt (Sucoess) Attempt (Failure)

=] e

User with the tag and Intruder with the tag and -
private challenga kay unknown challenge key

Varying hatch distance with
2000 mm/s laser speed

86 87



2024 =HIKEY = SHEA

International Copyright Technology Conference 2024

Key generation

ii. Original data (input)

LAl

(256 X256 x 3 pixels)
(256 x 256 x 8 sequence)

M

Crypto key utility

Encrypted data Decrypted data (Output)
o i |

Decryption
bykey 1&2

Bit sequence key 1 r
Decryption
by randomkey 1&2

&= P e=

Multiple challenges (256)
]
L
L

-

(256 x 256 x 8 sequence)

Bit sequence key 2 Improperly decrypted data 1

Key generation

ii. Original data (input)

1Al

(256 x256 x 3 pixeks)
(256 x 256 x 8 sequence)

=

Improperly decrypted data 2 Improperly decrypted data 3

Crypto key utility

Encrypted data Decrypted data (Output)
o < i |

Decryption
bykey1&2

M

Bit sequence kay 1 r
Decryption
by randomkey 1&2

&= Y &=

Multiple challenges (256)

k-

(256 x 256 x 8 sequence)

Bit sequence key 2 Improperly decrypted data 1
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Improperly decrypted data 2 Improperly decrypted data 3

=28 =X 2715 7 IsL MM B VLS | 9

4D PUF= A|Ztof| 2} EH35tst

1

2f|o[x ofSzf|o[d 7|2 HIE
ol = S B2 E WY

Conclusion

4D PUFs utilize time-varying, chaotic emission patterns for enhanced loT
device authentication and cryptographic security.

A laser ablation technique generates unique, random anti-counterfeiting tags
that are cost-effective and easily verifiable.

* These technologies offer innovative solutions for copyright protection and counterfeiting

deterrence.
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Generative Al approaches are dramatically improving, silently causing social erosion of trust in digital content as we
can no longer trust what we see or hear online. Their photorealistic prowess is drawing attention — but also raising
grave concerns in frauds, ethics, impersonation, and misinformation. Furthermore, ownership of both authentic and
synthetic content is getting blurry when these models replicate art, style, likeness, etc. In this talk, Dr. Demir will
share how her team changes this landscape by their innovative research on synthetic content detection, responsible
generative Al, and media provenance; blooming the research into world-changing solutions to create a trusted online

future for everyone.
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Content Authenticity
in the Age of Generative Al

Dr. llke Demir
Sr. Staff Research Scientist
Intel Labs

ICOTEC 2024

EEF aAlLh2
ZEX e

Dr. llke Demir
Sr. Staff Research Scientist
Intel Labs

ICOTEC 2024
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Back to basics... What is a deep generative model?

¢ Discriminative models

* Generative models
(analysis)

(synthesis)

— “Cat”

|2l = =017 B d
AN DY
(24)
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... enabled Deepfakes
> o

Karras et al. 2019

94

Deepfake Dystopia

‘ F 'As vou proably

LIS PracidantRarahl Nhama

*]D. Chu, 1. Demir, K. Eichensehr, J. G. Foster, M. L. Green, K. Lerman, F. Menczer et al. "White Paper: DEEP FAKERY—An Action Plan.", IPAM — UCLA, Technical Report

‘ |‘ As vou orot’ab,aw. this is former

LIS Pracidant Rarabls Nhama

*] D. Chu, I. Demir, K. Eichensehr, J. G. Foster, M. L. Green, K. Lerman, F. Menczer et al. "White Paper: DEEP FAKERY—An Action Plan.”, IPAM — UCLA, Technical Report
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B Political misinformation

= False coup attempt

B Adult content

= Bot nudifies 680K women
= Taylor Swift case

B Impersonation & Forgery

= $243K by synthetic voice
= $25M video call with CFO

M Fake court evidences

= Fake cheerleaders -> real
= Real threats -> fake

= Fake audio in custody hearing

Social erosion of trust!

B ZXH5PZE
- 73 RHEAIE

95



2024 =HINE =D 1= SHEA

Detection of Deepfakes

Features
+~—— Texture, spectra, heart rate,
phoneme, gaze

Media Representation
Real or fake Embedding, hash, histogram

Search Engine
Similarity search, edit
matching, history collections

Real

Real & fake Model
CNN, RNN, VAE, CapsuleNet

collections

Classification

20|23 &K

o S
ojcjof 53 gor suci
TR = 7R AU, BHAl S| A= "Sa AN ’
2y 4 ozl
CNN, RNN, VAE, CapsuleNet AL A, B o, 7
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Signal Processing
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The Subtie Effects of Blood Circulation Can Be Used To Detect Deepfakes

iV EEE
% 3 1§, W Best way to detect ‘deepiake’
e p EALL AR Fakecatchers B St mio e emitt ) SPECTRUM 1o

INDEPENDENT Sippordis | umetus | | subsirme | | ‘ioion’ | =
FEWS  POUTICS  WOIES  SPORT  CULTURE  (NOYUFE  MOYSEST  VIDEO  DARYEDITION  CONVERSATIONS Q €

Fimpors Blogs Muttmeda

Toth Tek | Competing | Soffwtm

The Subtle Effects of Blood
Circulation Can Be Used to Detect
Deep Fakes

rson's heartheat oven

Al researchers use heartbeat dete

R

Arn blood-fiow biometsics the anmams to viden
deeptakes?

I STRANGE BLOOD FLOW IS THE SEC

TO DETECTING DEEPFAKES, NEW
RESEARCH SUGGESTS NEEE

echNews

DeepFakes Face2Face

This Clever Technology Can
Deted Deepfake Vidaos A New Tool for Detecting Deepfakes Looks for

a Muouls . What Isn't There: an Invisible Pulse

Bir videonun 'deepfake’ olup
olmadigi nasil tespit edilir?

BOULEVARD i

““““ 5 v rova PP (Cam \oard ewin ot ° i

method (2013) hod (2014)

-
"I

LET Y]

|4 IEEE
E29 4 b S XRRD FakeCatcher;. Mo Beot way to detect ‘deeptake i SPECTRUM 1

WMWY ST ¢ —T Iz ENMs |  VI0e0s? Chockforine pulse fepots . Blogs Multmeda

Tath TwK | Computieg | Softwan

The Subtle Effects of Blood
Circulation Can Be Used to Detect
Deep Fakes

Researck show how a

whether a is rea

Al researchers use heartbeat dete

Dt Schmaiiior

~ toidentify deepfake videos SN e e i

ISTRANGE BLOOD FLOW IS THE SECRET | i
= — DeepFakes Face2Face
TO DETECTING DEEPFAKES, NEW :

RESEARCH SUGGESTS N&
TechNews
i W

Bir videonun 'deepfake’ olup
olmadig nasil tespit edilir?

w=__ This Cleve Technology Can
Detect Deepfake Videos

BOULEVARD

A New Tool for Detecting Deepfakes Looks for

AbeeConkn 2 A 9+
DeepFake XM MMSMEEMNMEE, S|MBHE 90% ﬂ . - What Isn't There: an Invisible Pulse
. . . O = O e
@ Dotecting Deep Fakes with a Heartheat Existing method (2013)
I
= H B
- 1
8 2

Nova ferramenta procura por
pulsagao para identificar vidoas
deepfake
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FakeCatcher: Intuition FakeCatcher: Intuition

Most detection approaches: Fakeness should have its faults B Most detection approaches: Fakeness should have its faults

B Our approach: Is there a unique authenticity signature in real videos? B Our approach: Is there a unique authenticity signature in real videos?

Blood flow creates subtle changes
= |nvisible to the eye
= Visible computationally

Photoplethysmography (PPG):
measuring blood pressure via skin
color change

No generative model can create
deepfakes with consistent PPG
signals (yet)
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FakeCatcher: Pairwise Separation

FakeCatcher: Generalization by Deep Learning

M Given N pairs of fake and real videos, can we find an implicit indicator of biological signals?

N\
Ixy
]
1
]
i

Signal processing

Given N pairs of fake and real videos, can we learn the space of PPG features?

(a) Portras (b) Flace Regives (¢) Hivlogian! Signals
Fideos

=)
3

96% accuracy with
PPG Maps + CNN

PPG Biomarker

-

/

Rree

(et

Ll
ezmmmmm=
et
o

PPG Biomarker
for real video

Signal processing
for fake video

Original Image

GPPG Sgraks

Synthetic Image

n
]
o

(o) CNN-based Classifier

sing Biological Signals,” in IEEE Trans. on Pattern Analysis and Machine Intelligence (PAMI), 2020

FakeCatcher: % 22|

W NE2| IHR S TR HICIR7t M SE 39, 42t M=o FAIH X #E 2HY

FakeCatcher: El2{d = S5t YHIg}

s N O] ZhR || @9 FIR HIC| @7 01 E Al ppG SH O

(@) Portrais

(b) Fitce Regions

PPG Maps + CNN2 =
96% Ht:

1
<

M= X il

&
=

=
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} IHR QIALS 2 C
PPG HLO| 20}7

Synthetic Image

[]
1]
@
E—1

w= (o) CNN-based Classifier
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FakeCatcher: Results

FakeCatcher: Results

Operation

Kernel | Accuracy

Original
Gaussian blur 3x3 91.31%
Gaussian blur 5x5 88.61%
ian blur 7x7 85.13%

G

N/A 91.50%

| Gaussian blur 9x9

70.84% |

Extreme noise

-1

MAS Al ATHO| ZEIX TIQS | YA HO|I2

oo

Train Test Video Accuracy Train Test Video Accuracy
Celeb-DF [4] FF++ [3] 83.10% Celeb-DF [4] FF++ [3] 83.10%
FF++ (3] Celeb-DF [4] 86.48% FP++ (3] Celeb-DF [4] 86.48%
A 3 , FF++ (3] Deep Fakes Dataset 84.51% —_rm v , FF++ (3] Deep Fakes Dataset 84.51%
[rain Test | Video Accuracy Celeb-DF [4] Deep Fakes Dataset 82.39% [rain Test | Video Accuracy Celeb-DF [4] Deep Fakes Dataset 82.39%
FF++ - Face2Face Face2Face [37] 95.25% Deep Fakes FF [2] 86.34% FF++ - Face2Face Face2Face [37] 95.25% Deep Fakes FF [2] 86.34%
FF++ - FaceSwap FaceSwap [59] 96.25% FF [2] Deep Fakes Dataset 67.61% FF++ - FaceSwap FaceSwap [59] 96.25% FF [2] Deep Fakes Dataset 67.61%
FF+4+ - Deepfakes Deepfakes [57] 93.75% FF++ [3] UADFV [56] 97.92% FF+4+ - Deepfakes Deepfakes [57] 93.75% FF++ [3] UADFV [56] 97.92%
FF++ - NeuralTextures | NeuralTextures [77) 81.25% Deep Fakes Dataset FF++ [3] 80.60% FF4+ - NeuralTextures | NeuralTextures [77] 81.25% Deep Fakes Dataset FF++ [3] 80.60%
Deep Fakes Dataset Celeb-DF [4] 85.13% Deep Fakes Dataset Celeb-DF [4] 85.13%

Cross-model results

*] U. Ciftci, 1. Demir, and L. Yin, "FakeCatcher

FakeCatcher: 41}

Detection of Synthetic Portrait Videos using Biological Signals," in IEEE Trans. on Pattern Analysis and IV

Cross-dataset results

fachine Intelligence (PAMI), 2020

Cross-model results

U. Ciftc

FakeCatcher: 41}

Kernel | Accuracy
N/A 91.50%

n, "FakeCatcher: Detection of Synthetic Portrait Videos using Biological Signals,

Operation

Original

Gaussian blur 3x3 91.31
Gaussian blur 5x5 88.61%

G

blur x7 85.13%

blur 9x9

70.84% |

’,

Cross-dataset results

Train Test Video Accuracy Train Test Video Accuracy
Celeb-DF [4] FF++ [3] 83.10% Celeb-DF [4] FF++ [3] 83.10%
FF++13] Celeb-DF [4] B6.48% Usc.... FF++ (3] Celeb-DF [4] B6.48%
L ; 1 FF++ (3] Deep Fakes Dataset 84.51% —_p : 1 FF++ (3] Deep Fakes Dataset 84.51%
[rain Test | Video Accuracy Celeb-DF [4] Deep Fakes Dataset 82.39% Train Test | Video Accuracy Celeb-DF [4] Deep Fakes Dataset 82.39%
FF++ - Face2Face Face2Face [37] 95.25% Deep Fakes FF [2] 86.34% FF++ - Face2Face Face2Face [37] 95.25% Deep Fakes FF 2] 86.34%
FF++ - FaceSwap FaceSwap [59] 96.25% FF [2] Deep Fakes Dataset 67.61% FF++ - FaceSwap FaceSwap [59] 96.25% FF [2] Deep Fakes Dataset 67.61%
FF++ - Deepfakes Deepfakes [57] 93.75% FF++ [3] UADFV [56] 97.92% FF++ - Deepfakes Deepfakes [57] 93.75% FF++ [3] UADFV [56] 97.92%
FF++ - NeuralTextures | NeuralTextures [77] 81.25% Deep Fakes Dataset FF++ [3] 80.60% FF++ - NeuralTextures | NeuralTextures [77] 81.25% Deep Fakes Dataset FF++ [3] 80.60%
Deep Fakes Dataset Celeb-DF [4] 85.13% Deep Fakes Dataset Celeb-DF [4] 85.13%

vy e Rsies bl

WX} H|O|E M E Z1f
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FakeCatcher: Results

Operation Kernel | Accuracy Dataset Gen. Model FeDataset % Real %Synt_yhelic
SLEE A TS | | T T
: P+ |3 ‘ace2Face |3 . 37% d | J5%
Sl o BGids FF[2) Face2Face [37] %% | 9424% | 97.75%
G e %7 85.13% FF++ [3] FaceSwap [59] 95.75% 94.75% | 96.75%
= = FF++ [3] Deepfakes [57] 94 87% 93.25% 96.50%
| Gaussianblur | 9x9 | 70.84% | FF++ [3] All 94.65% | 8825% | 96.25%
/ Celeb-DF [4] Default 91.50% | 76.40% 99.41%
i _—|__DF (ours) Mixed 91.07% [| 85.26% 96.80%
Extreme noise 3 FF++ [3] Neural Textures [77] | 89.12% 86.75% | 91.50%
In the wild
Train Test Video Accuracy
Celeb-DF [4] FF++ [3] 83.10%
FF++ (3] Celeb-DF [4] 86.48%
el ] FF++ (3] Deep Fakes Dataset 84.51%
Train ‘ Test | Video Accuracy Celeb-DF [4] Deep Fakes Dataset 82.39%
FF++ - Face2Face Face2Face [37] 95.25% Deep Fakes FF [2] R6.34%
FF++ - FaceSwap FaceSwap [59] 96.25% FF [2] Deep Fakes Dataset 67.61%
FF+4+ - Deepfakes \ Deepfakes [57] 93.75% FF++ [3] UADFV [56] 97.92%
FF++ - NeuralTextures | NeuralTextures [77] 81.25% Deep Fakes Dataset FF++ [3] 80.60%
Deep Fakes Dataset Celeb-DF [4] 85.13%
Cross-model results Cross-dataset results
[*] U. Ciftci, I. Demir, and L. Yin, "FakeCatcher: Detection of Synthetic Portrait Videos using Biological Signals," in IEEE Trans. on Pattern Analysis and Machine Intelligence (PAMI), 2020
FakeCatcher: 21}
Operation Kernel | Accuracy Dataset Gen. Model 9oDataset | %Real | %Synthetic
i M R (]| | Faccrbuee() | 9637% | 9600% | 9615%
: F4+ |3 ‘ace2lace |3 37% X | 96.75%
g:ﬂ:::::‘l ::;z: ;:g gég:% FF (2] Face2Face [37] 9%6% | 94.24% | 97.75%
G San blir %7 85' 13% FF++ [3] FaceSwap [59] 95.75% 94.75% | 9(?‘75%
= e FF++ (3] Deepfakes [57] 94.87% 93.25% 96.50%
[ Gaussianblur | 9x9 [ 70.84% | FF++ [3] All 94.65% | 8825% | 96.25%
/ Celeb-DF [4] Default 91.50% | 76.40% 99.41%
= gich EO|= [ DF (ours) Mixed 91.07% || 85.26% 96.89%
X FF++ (3] Neural Textures [77] | 89.12% | 86.75% | 91.50%
Nl
Train Test Video Accuracy
Celeb-DF [4] FF++ [3] 83.10%
FF++ (3] Celeb-DF [4] B6.48%
L I FF++ (3] Deep Fakes Dataset 84.51%
Train ‘ Test | Video Accuracy Celeb-DF [4] Deep Fakes Dataset 82.39%
FF++ - Face2Face Face2Face [37] 95.25% Deep Fakes FF [2] 86.34%
FF++ - FaceSwap FaceSwap [59] 96.25% FF [2] Deep Fakes Dataset 67.61%
FF++ - Deepfakes | Deepfakes [57] 93.75% FF++ [3] UADFV [56] 97.92%
FF++ - NeuralTextures | NeuralTextures [77] 81.25% Deep Fakes Dataset FF++ [3] 80.60%
Deep Fakes Dataset Celeb-DF [4] 85.13%

wAp 2 & Ao

[*] U. Ciftci, 1. Demir, and L. Yin, "FakeCatcher: Detection of Synthetic Portrait Videos using Biological Signals," in IEEE Trans. on Pattern Analysis and Mac
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Find the
Real One!

;pfa ke Sou rce Dete

Which GAN crea
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Source Detection: Intuition

® |nstead of looking for an authenticity signature, can we interpret the generative noise of specific models by
biological signals?

Rel DeepFakes Face2Face FaceSwap NeuralTex

Sample

Mean

DeepFakes Face2Face FaceSwap NeuralTex

108
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Source Detection: Intuition

® |nstead of looking for an authenticity signature, can we interpret the generative noise of specific models by
biological signals?

DeepFakes Face2Face FaceSwap NeuralTex
= [nterpret residuals of specific
2 models by projecting to
£ ; ; d :
& biological signal domain.
[ =
©
[
s
Q
a
£
(T
(%]
(V)
a
o
[*] U. Ciftci, I. Demir, and L. Yin, "How Do the Hearts of Deepfakes Beat? Deepfake Source Detection via Interpreting Residuals with Biological Signals," in IEEE/IAPR International Joint Conference on Biometrics (1JCB). 2020

DeepFakes Face2Face FaceSwap NeuralTex = " Lo AND SR
EX C 0| X O:I EZAEEERPIN Stk
L —-uoEE—J HAE ©o= =1
Al S |O 0” EO?I"'l.O:I "'Hki
Mz 02l T 3° ol =
[*] U. Ciftci, I. Demir, and L. Yin, "How Do the Hearts of Deepfakes Beat? Deepfake Source Detection via Interpreting Residuals with Biological Signals," in IEEE/IAPR International Joint Conference on Biometrics (1JCB). 2020
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Source Detection for GANeratedtmages Deepfakes?
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Deep Fake Source Detection

ignals," in IEEE/IAPR Internation:

e S

Deep Fake Source Detection

U. Ciftci, 1. Demir, and L. Yin, "How Do the Hearts of Deepfakes Beat? Dee " in IEEE/IAPR Interr
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Source Detection: Results

DeepFakes

FaceZface

FaceSwap

NauralTaxtures

Fiaal

DeepFakes FaceZ2Face FaceSwag NewalTextures Real

FakeCatcher: 96% accuracy
Source Detection: 97.29% fake detection accuracy

93.39% source detection accuracy

DeepFakes

NauralTaxtures

Faal

DeepFakes

40

FakeCatcher: 2T 96%
AN K| 97.29% MR 24 K| HEte
93.39% AA UK Metx

434 Al AlTHO| 2EI= Tty

=]

1000 fakes of CelebDF = sixth class

93.69% source detection accuracy

96.89% fake detection accuracy

92.17% accuracy on the new class!

Source Video SD Accuracy

CelebDF 92.17%
DeepFakes 94.66%
Face2Face 91.66%
FaceSwap 92.66%
NeuralTex 86.62%
Real 96.89%
Total 93.69%

continuous detection and integration!

in IEEE/IAPR International Joint Con

100071 2| CelebDF = 655
93.69% & A ZX| Mt
96.89% 71 Wt ZX| Hete
ME2 S20M 92.17% =

Source Video SD Accuracy
CelebDF 92.17% il
DeepFakes 94.66%
Face2Face 91.66%
FaceSwap 92.66%
NeuralTex 86.62%
Real 96.89%
Total 93.69%
x|S0l 2% 9 53

o

| €A Ho=
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Fake Eyes: Eye & Gaze Features

Real Videos Fake Videos

)eepfake Detec:
via Gaze Tracking

Where do deepfakes look?

Temporal T={""slph achthar 1< fo.0)

Visual ¥ = GG O AL AL AL AL A A 16 = CLIC, = G
Metric M= {$(c].ch), SSh ). ST AT diab. D). slak. A%, 465 &)
ta=1GLG" p.pidi)
Geometric Le={d.dp A} - ALl 14 - ATLIAL - AL} 5= @iV BiLh).e(Lh. 8t}
Spectral

[*] 1. Demir, U. Ciftci, “Where Do Deepfakes Look? Synthetic Face Detection by Gaze Tracking" in ACM Symposium on Eye Tracking Research and Applications, ETRA"21.

HR =m0 AL ST

Real Videos Fake Videos

%_I)‘| 73|I T={vl.1},. 1)} sk that 1 & [0.0)

ez M= {91c].c), $(Ch. o). SLALAD). dLal ALY $lak. AL, §I6%.67))

Lo=1G'6"p. 0 8]

7| SFEEE] o= dputAl -G ] - AT 1AL - A1) AmEg (@(V), BiEL).0(Lh), a(M)

[*] 1. Demir, U. Ciftci, "Where Do Deepfakes Look? Synthetic Face Detection by Gaze Tracking" in ACM Symposium on Eye Tracking Research and Applications, ETRA 21.
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Fake Eyes:
Deepfake Detection by Gaze Tracking

Real |

Geometric

Temporal Spectral =
T |
L]

Temporal Spectral

a5 || e

» Gaze signatures of size (40, w, 3)

» Normalized features

+ Equal number of reals and fakes for training
+ 70/30 random train/test split

* Training 100 epochs < 1 hour

Powerful representation —> simple network

*] 1. Demir, U. Ciftci, "Where Do

akes Look? Synthetic Face Detection by Gaze Tracking" in ACM Symposium on Eye Tracking Research and Applications, ETRA"21.

Geometric Temporal | Spectral
T |
. n

Temporal
* size (40, w, 3) AFO|=0| Al M A=
- Yistel £E3
. BEZ QI S YT 0| WS IHK 23 BEol—»> He HEQA
.+ 70/30 £AQ SH/HAE 2
+ 100 epochs 2 Z1< 1A|Zt
1. Demir, U. Ciftc

g Research and Applicat
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Fake Eyes: Results
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Source S Ace. V. Ace,

Real E0.36 9130
DeepFakes 8102 9328
FaceSwap 80.63 91.62

CDF [Li et al 2020b] 85.76 88.35
DFor [Jiang et ul. 2020] 9557 9927

FF++ [Rossler et al 2019]  B3.12 9248
DF [Ciftei et al 2020a] 7984 a0

99.27% on DeeperForensics

92.48% on FaceForensics++

*] 1. Demir, U. Ciftci, "Where Do De:

acki

JtR} = 21t

Source S Ace. Vo Ace,

Real 8036 9130

DeepFakes 8102 9328

FaceSwap 8063 91.62

CDF [Li et al. 2020b] £5.76 88,35

DFor [Jiang et al. 2020] 95.57 9927

FF++ [Rossler et al 2019] 8312 9248
DI [Ciftei et al 2020a]  79.84 80

DeeperForensicsOfl A| 99.27%
FaceForensics++0{| A 92.48%

1. Demir, U. Ciftci, “Where Do Deepfak

Approach FF/DF FF/FS DF

Blink [Li et al. 2018] 6714 5415 57.69
Head pose 55.69 5008 67.85

PPG [Ciftci et al. 2020a] 9487 9575 9107
Inception [Szegedy et al. 2016] | 65.5* 544" 68.88
Xception [Chollet 2017] 745*  70.9° 7555
Ours 9328 9162 80.00

ing" in ACM Symposium on Eye

Second best after FakeCatcher

ns, ETRA"21.

Approach FF/DF FF/FS DF
Blink [Li et al. 2018] 6714 5415 57.69
Head pose 55690 50.08 67.85

PPG [Ciftci et al. 2020a] 94.87 9575 91.07
Inception [Szegedy et al. 2016] | 65.5* 54.4* 68.88
Xeeption [Chollet 2017] 745* 709" 7555
Ours 9328 9162 80.00

FakeCatcher Ct&

Approach Dataset  Acc.
3-layer CNN DF 4888
ConvLSTM DF 4883
[Tarig et al. 2018] V3 DF 7333

[Tariq et al. 2018] ensemble DF 8000
MesoNet [Afchar etal 2018] FE/DF  87.3%
MesoNet [Afchar etal 2018] FF/FS  61.2°

Better than complex, deep,
ensemble, and time-series networks

Approach Dataset  Acc.
3-layer CNN DF 48.88
ConvLSTM DF 48.83

[Tarig et al. 2018] V3 DF 7333

[Tariq et al. 2018] ensemble DF 80.00
MesoNet [Afchar et al. 2018]  FF/DF  87.3%
MesoNet [Afchar et al. 2018]  FF/FS  61.2°

o E93, B Y EY3,
£ Y EY3, A
EQIIrt O L2
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Motion Representation

Phase-Based Magnification Deep Magnification

Comparison with temporal filter

deo Ours (temporal filtering)

‘ A Big World of Small Motions
How do Deepfakes Move? '

Throat sequence

Wadhwa N, Rubinstein M, Durand F, Freeman WT. Phase-based video motion processing. ACM Transactions on Graphics (TOG).

Oh TH, Jaroensri R, Kim C, Elgharib M, Durand FE, Freeman WT, Matusik W. Learning-based video motion magnification.
2013 Jul 21;32(4):1-0.

InProceedings of the European Conference on Computer Vision (ECCV) 2018 (pp. 633-648).

1o
R
H
rot

40
0z
R

Ht 2k CE

A Big World of Small Motions

Comparison with temporal filter

Original video Ours (tempora! filtering)

Throat sequence

Wadhwa N, Rubinstein M, Durand F, Freeman WT. Phase-based video motion processing. ACM Transactions on Graphics (TOG). Oh TH, Jaroensri R, Kim C, Elgharib M, Durand FE, Freeman WT, Matusik W. Learning-based video motion magnification.
2013 Jul 21;32(4):1-0. InProceedings of the European Conference on Computer Vision (ECCV) 2018 (pp. 633-648).
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Motion-based Detection: System Overview

Fake videos by
several generators

Fake videos by
several generators

Real videos

Real videos
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Motion-based Detection: Results
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FaceForensics dataset:

* 97.77% video source detection accuracy,

* 95.92% sample source detection accuracy,
* 91% real class accuracy.

FakeAVCeleb dataset:

* 94.03% video source detection accuracy,

* 89.67% sample source detection accuracy,
* 91.43% real class accuracy.

Per-class accuracies > real class accuracy
* model learns motion of generative residue
* real class becomes “chaotic” class

S 7
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Responsible Deep Fakes:

Multi-source Generation

Can we mix multiple faces to prevent impersonation?
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Deepfake Generation —in a Responsible Way? Multi-source Face Synthesis

= Source-target = Multi-source

= Mask dependent = Learning both composition & style

= Discrete masks = Flexible compositions

= How to mix and merge the masked regions? = Copy-paste?

- 22 EHA
- OfA 3 O|E

- 20i% A

- =AL2O 72

122 123



AEY ALAICHS] ZHI= Mol | LA Hioj2

Multi-source Face Synthesis MixSyn: Comparison

= Multi-source

o
a,
w
o
<
o
(7]

= Learning both composition & style

= Flexible compositions

)

3

=

3

(]

3

=
L] i i ? ] iti ioi | CP Mask + Our Ma-sk + CP Mask + Our Mask + Base Mask +

How to mix and merge the masked regions? Learn composition + style jointly! P o e s St

[*] 1. Demir, U. Ciftci, “MixSyn: Compositional Image Synthesis with Fuzzy Masks and Style Fusion”, CVPRW, 2024, *] 1. Demir, U. Ciftci, “MixSyn: Compositional Image Synthesis with Fuzzy Masks and Style Fusion”, CVPRW, 2024.

SPADE [33]

=
&
=
o
wi
2]

Mask Guided [15]

CP Mask + Our Mask + CP Mask + Our Mask + Base Mask +
CP Image CP Image Our Image Qur Image Compenent Transfer

*] 1. Demir, U. Ciftci, ”MixSyn: Compositional Image Synthesis with Fuzzy Masks and Style Fusion”, CVPRW, 2024

[*] 1. Demir, U. Ciftci, “MixSyn: Compositional Image Synthesis with Fuzzy Masks and Style Fusion”, CVPRW, 2024,
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Deepfakes for Good:

Privacy Enhancement for Anonymization

Can we mask faces without obvious artifacts?

Da | I \/ m ail Ehe Xew Hork Times
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Trmnhing Newn | Seyea Ukmine | U5 Economy | Jom Bidan | Donssd framp | Prnce Marry | SEos Trtey
Plans to Shut Down Facial

Facial recognition firm Clearview Al p. ., ition System
says it will soon have 100 BILLION
photos in its database to ensure
'almost everyone in the world will be
identifiable' and wants to expand
beyond law enforcement

= a INSIDER

A major flaw in Google's algorithm allegedly tagged two

black people's faces with the word 'gorillas’

Moky hanbine

[T cybernews® e . el ey Py Gy

Meta's data scraping: against the rules yet impossible to

stop?

0

Daily Plail m————

£om
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Facial recognition firm Clearview Al Recognition System
says it will soon have 100 BILLION

hotos in its database to ensure
P CNET oo

'almost everyone in the world will be
identifiable' and wants to expand
beyond law enforcement

= a INSIDER

A major flaw in Google's algorithm allegedly tagged two

black people's faces with the word 'gorillas’

Maby Mashine

[ cybernews” e sl e

S T ————

Meta's data scraping: against the rules yet impossible to

stop?

(2]

CNET o manmcnn

Facial recognition app matches
strangers to online profiles

Facial recognition app matches
strangers to online profiles
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Stalking fears over PimEyes facial
search engine

€he New Hork imes
How Photos of Your Kids Are

Powering Surveillance Technology
. [ 4 .
Daily Mail LSE
.com h
Home | UK. | Hews | Sporss | U.S. Showbiz | fustralia | Femall | Heales ESESE par

Is an Al analyzing YOUR Tinder profile
picture? Programmer admits to
'scraping' the dating site and
uploading 40,000 pictures to an
database

Stalking fears over PimEyes facial
search engine

Ehe New Pork Times
How Photos of Your Kids Are

Powering Surveillance Technology

. 13 (]
Daily Mlail .~
.com k‘
Hease | UK. | News | Sports | U.S. Showiz | Australla | Femall | Healtn ETRERE Mar
Lo et | HAA | Aok | Twommet | Games

Is an Al analyzing YOUR Tinder profile
picture? Programmer admits to
'scraping' the dating site and
uploading 40,000 pictures to an
database
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My Face My Choice

Friendship Graph ¥ Empowering

What A sees (original)
E

What B sees

people to have
control over faces
- Unauthorized
access = deepfakes

y >, 1 - New faces

. quantitatively

Whathees(alIfakes)* XA L
= ) dlgs!mllartothe
original
. not similar to any
other face

. approximate the
original age and
gender

. preserve head-pose
and expression.

[*] U. Ciftci, G. Yuksek, I. Demir, “My Face My Choice: Privacy Enhancing Deepfakes for Social Media Anonymization”, IEEE/CVF Winter Conference on Applications of Computer Vision. Jan 2023.

L A2, LY M

Frieggshlp Graph i hf‘__A sees (original) o | . | - Al2HE0| d=Z2S
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[*] U. Ciftci, G. Yuksek, I. Demir, “My Face My Choice: Privacy Enhancing Deepfakes for Social Media Anonymization”, IEEE/CVF Winter Conference on Applications of Computer Vision. Jan 2023.
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Face Anonymization in Social Networks

Original Furthest ‘ Furthest/[age, gender] | Closest/[age, gender] I Random/[age, genderilﬂ e Source ima [ge=>
| Non-existing

Social photo N N
uploaded by = ! e | { R f - 3 faces
e Three privacy-
preserving
access designs

Parsonl for face-
ownership.

Person 2 e Evaluated on
StyleGAN and
balanced source

Person 3 datasets, with
four GANs, five

B e | : = | similarity spaces,

Person 4 s ﬂ and various

0N |l y distance configs.

Target [ Result Target [ Result | Target [ Result

SNSO| XS] E= & =)

[*] U. Ciftci, G. Yuksek, 1. Demir, “My Face My Choice: Privacy Enhancing Deepfakes for Social Media Anonymization”, IEEE/CVF Winter Conference on Applications of Computer Vision. Jan 2023.
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[*] U. Ciftci, G. Yuksek, I. Demir, “My Face My Choice: Privacy Enhancing Deepfakes for Social Media Anonymization”, IEEE/CVF Winter Conference on Applications of Computer Vision. Jan 2023.
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Results: Face Recognition Accuracy

e 61% reduction on face recognition accuracy!

. 65%

if we lift the randomness

e Source-target distances:

. How much recognizable is the selected target?

. Almost zero means target query works!

e Source-r

. How much recognizable is the created face?

. More than the target (obviously) but still high!

esult distances:

Face Source vs. Target Source vs. Result

Detector Furthest | Random | Furthest | Random
FaceNet512 | 0.001 0.0 0.14 0.16
OpenFace 0.001 0.002 0.2 0.23
FaceNet 0.03 0.02 0.32 0.34
DLib 0.02 0.05 0.35 0.45
ArcFace 0.06 0.04 0.36 0.45
DeeplD 0.006 0.01 0.54 0.55
DeepFace 0.04 0.06 0.57 0.55
Average 0.02 0.02 0.35 0.39

e Per detector thresholds on the cosine distance

. See supp for L2

o See supp for SSIM and RMSE instead of face embedding distance

o g2 AN F=E 61% T2! Face Source vs, Target Source vs. Result
o SDEQIM R Al 65% ZHA Detector Furthest | Random | Furthest | Random
FaceNet512 0.001 0.0 0.14 0.16
o &2-THY A2 OpenFace | 0.001 | 0.002 0.2 0.23
o MEHS| CHAFS QiOpL} OIAISE 2 Ot FaceNet 0.03 0.02 0.32 0.34
DLib 0.02 0.05 0.35 0.45
« 71l 001 T F2|7 %31 ArcFace | 0.06 0.04 0.36 0.45
o« AA T A DeeplD 0.006 0.01 0.54 0.55
oBniA i ot | B Ao A o 2 DeepFace 0.04 0.06 0.57 0.55
s il El == JHLFOl et 5l st Average 0.02 0.02 035 0.39
o HHMECHH IAX|BHEY]) 0S| 3!
o TALRI AH2IO| CiE AE7IE YA
o L20f OO EE MY &E
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My Face My Choice: Privacy Enhancing Multi-Source Synthesis by Composition and Style

Deepfakes for Social Media

ey W A secs vt Wt Bases Wht Csees

i
Compositional 3D MV Body MY Choice
Scene Generation 6

1. Demir, U. Ciftci, “MixSyn: Compositional Image Synthesis with Fuzzy Masks and Style Fusion’’, CVPRW, 2024

[*] U. Ciftci, G. Yukst L‘k I. Demir, "My Fact My Choice: Prnty Enhancing
Deepfakes for Social Media Anonymization”, IEEE WACV 2023,

Unsupervised Content Removal

Detector MlscIaSS|f|cat|on by Adversarial Generation

w»-s/

7~ r; e Rle
Fabataratat s

[*] P. Krejov, I. Demir, “The Future of Immersive Filmmaking ] SR Saremsky, UA Ciftci, EA Greene, | Demir, “Adversarial Deepfake Generation for Detector Misclassification”,
Behind the Scenes at Intel Studios”, ACM SIGGRAPH 2020. C\/PRW 2022

[¥] Coming soon!
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[*]1. Demir, U. Ciftci, M\xS/n Compositional Image Synthesis with Fuzzy Masks and Style Fusion”, CVPRW, 2024
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[*] U. Ciftci, G. Yuks R Da) "My Face My Choice: Privacy Enhancing
Deepfakes for Social Media Anonymization”, IEEE WACV 2023,

HIX| = 2 &= XA

[*] U. Ciftci, A. K. Tanriverdi, I. Demir, “My Body My choice: Human Centric Full Body Anonymization, CVPRW, 2024,

Xﬂ[H?H AHA‘IO“ 9|'6}- 7F7{|7| QE_E

Reshwn152

daaaad

mmersive Filmmaking [*] SR Saremsky, UA Ciftci, EA Greene, | Demir, “Adversarial Deepfake Generation for Detector Misclassification”,
', ACM SIGGRAPH 2020. CVPRW 2022

[*] Coming soon!

[*] P. Krejov, I. Demir, “The Fut
Behind the Scenes at Intel Studi
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» Empower content owners by protecting their copyrighted

My Art My Choice materials from being utilized by diffusion models

» Let perturbation amount be decided by the artist to
balance distortion vs. protection of the content.

Y &5 & e

Generative Al Use Cases

Current Motivation

Output

Original Image

Protected Image

Original

Reconstructed

Guidance
Guidance

=

Text Inpainting Style D Y. Text Inpainting Style D J

Diffusion models can replicate style, content, face, etc. Can we attack diffusion models in a black box manner g %

properties of an image, however, these are not always to learn how we can break them by adversarial g g

permitted by the owner of the content. generation? =

[*] A. Rhodes, R. Bhagat, U. A. Ciftci, and I. Demir. “My Art My Choice: Adversarial Protection Against Unruly Al”. CVPRW 2024.
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[*] A. Rhodes, R. Bhagat, U. A. Ciftci, and I. Demir. “My Art My Choice: Adversarial Protection Against Unruly Al”. CVPRW 2024
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e Simple U-Net architecture
e Standard pre-trained diffusion model
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Reconstruction
Loss
Content loss

Noise loss

Style loss

Final loss

e Combination of four losses to direct fidelity of the protected image and atrophy of diffusion output

[*] A. Rhodes, R. Bhagat, U. A. Ciftci, and I. Demir. “My Art My Choice: Adversarial Protection Against Unruly Al”. CVPRW 2024
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[*] A. Rhodes, R. Bhagat, U. A. Ciftci, and I. Demir. “My Art My Choice: Adversarial Protection Against Unruly Al”. CVPRW
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Multi-domain detection

Multi-modal detection QYQ I? rg
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Interpretable detectors

Detection

Generalized detectors

Generative Dimensional Climb

Novel generative architectures ~ 3 9
e R
Controllable generators L e U E a What’S Next?

Trust metrics for synthetic content

Generation

Generation for good applications o
+1

Model/content watermarking
Detection for provenance
Intercepting GANs
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Ilke Demir Umur Aybars Ciftci

http://ilkedemir.github.io uciftci@binghamton.edu
ilke.demir@intel.com

@ilkedemir

#FakeCatcher #deepfakedetection THANKS TO
#TrustedMedia #DDaa$S TRUSTED MEDIA TEAM!
Deepfakes Dataset:

http://bit.ly/FakeCatcher
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Ilke Demir Umur Aybars Ciftci
http://ilkedemir.github.io uciftci@binghamton.edu
ilke.demir@intel.com

@ilkedemir

#FakeCatcher #deepfakedetection THANKS TO
#TrustedMedia #DDaa$S TRUSTED MEDIA TEAM!

EH 0|3 HIO|H M E:

http://bit.ly/FakeCatcher
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- Mobvoi A7 21#4(2017~2018)
- DocuSign OFAIEI(2016)

- 24 SDS #24(2013~2015)

- Woodall Tech CTO(2012~2013)
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The role of invisible watermark, originally designed for copyright protection, is expanding. For example, invisible
watermarks are utilized to "Manage Insider Risk” and prove “Product Authenticity”. Today, it is frequently discussed

- D% BPRAY(EHA) HEfot ol

as a defense mechanism against deepfake technology. This discussion explores how invisible watermarks are
applied: protecting copyrights, safeguarding internal information, authenticating genuine products. In addition, we
will highlight one of the most essential technologies required for applying watermarks in generative Al: high—speed
watermarking.

MarkAny*
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Bringing Content Security to
Over-the-Air Broadcast of
Copyrighted Works

=
A3SA FHZ0|At
Presentation to ICOTEC 2024

®

- A3SA FROJAL (2019 8E~EHAH) h
- 945} 2104 SIAHMPLC) Al) X BI9 B2 B2 (201941 108~34TH) A3SA
: 20A1|7| Eﬁ —E—Eﬂi E ey 7|% x._-IE—ﬂF —?—‘E‘ 4\_ S| —‘?—A XI‘ (2017":' 29_"]“‘201 91'?I 7 ) A3SA 3.0 Security Authority, LLC November 06, 2024
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| FIFBILICE. 2Lt MZ2 NEXTGEN TV ATSC 3.0 2 EE2 A5 AFnt H2610]
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Viewers are living in a “golden age” of content, but they are also living in an unparalleled period of signal theft, hacking
and piracy. Like the many insecure websites that still exist today and trigger security warnings when accessed, ATSC
1.0 and other unencrypted, unsigned broadcast services are vulnerable to these threats. But the new NEXTGEN TV
ATSC 3.0 broadcast standard requires (with respect to signal-signing) and allows (with respect to encryption) the
same security measures that protect users of newer, more secure websites from signal theft, hacking and piracy.
And the ATSC 3.0 Security Authority (A3SA) enables and operationalizes those protections in ATSC 3.0 broadcast
services, thus enabling both broadcast TV content and its viewers to be more secure than ever before.

A3SA 3.0 Security Authority, LLC November 06, 2024
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The ATSC 3.0 Standard Allows OTA Broadcasters to Offer Content Providers
Internet-Style Content Security for the First Time—both Online and Offline

Content security has become fundamental to today’s internet video
services. It's demanded by content providers, relied upon by--but
invisible to--consumers, and well-accepted by device/app providers

As with Internet streaming services, both content providers and viewers benefit from the improved trustworthiness
of the OTA broadcast distribution channel. But A3SA offers an additional benefit Internet streaming services do -
not: the ability for most receivers to decrypt encrypted content even when offline (called “Unconnected Mode”)!

Web Browsers use digital signatures to authenticate
websites and DRM encryption to secure
communications between web browsers and servers

O ensures that the signal utilizes DRM technology

| being received is from a prevents rogue malware from similar to that used by

App stores secure apps and app delivery through

digital signatures government-licensed loading and executing on internet content services,

broadcaster and the ATSC 3.0 receivers including content that is
content received has not free to view

Video streaming apps secure content during been tampered with

transmission via DRM encryption, including
streamed content that is free to view
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How It Works — Connected Mode

Rasa

Encryption
. Provider Leys
i e.g., Widevine

How It Works — Unconnected Mode

Key ¢ Content
Server Database

3SA

2023 A3SA 3.0 Security Authority, LLC
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Benefits of Content Security for Content

Providers and Broadcasters

@ Deters piracy of
I individual movies
and TV shows

redistribution of
channels and channel
content

@ Deters unauthorized

®

@35/3\

Opens new
distribution channel

for secure
distribution of high
value content
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®
Content Security vs. Service Protection in ATSC 3.0 A3SA

} --Encrypts content using DRM technology

Security --Protects against unauthorized redistribution
--Issues and applies licenses and cryptographic keys
--Optional — underlying technology specified in A/360

il --Issues & validates Digital Certificates
} --Protects against spoofing, hacking, signal intrusion
--Allows receivers to verify that the broadcast signals, content
and apps were broadcast by a trusted broadcaster and have not been
changed
--Required - Specified in A/360 and A/331 and
required for signing broadcast signals & apps

@
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R3ISA

)

Broadcast Encoding Rules

Balancing content security with user flexibility, A3SA has approved a set of “encoding
rules” for encrypted broadcasts that are simulcast with ATSC 1.0 broadcasts Thank you

- == Contact Information

ATSC 3.0 Security Authority LLC
3855 SW 153 Ave.
Beaverton, OR 97003

@a3: om

D) Viewers must be allowed to decrypt and record Viewers must be allowed to use “trick play” features such
these broadcasts even if they are using a less as pause, rewind, fast-forward, and ad-skipping
secure device that requires an internet connection

@ Viewers must be allowed to use any authorized digital
Viewers must be allowed to make an unlimited output (i.e., no selectable output control)

number of copies of these broadcasts
Viewers must be allowed to use analog outputs to connect @

=) ™
@ Such copies cannot have retention limits to legacy TVs (i.e., no prohibition or required down- A 3 SA

resolution)

A3SA 3.0 Security Authority, LLC November 06, 2024
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ATSC 3.0 Security Authority LLC
3855 SW 153 Ave.
Beaverton, OR 97003
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A3SA 3.0 Security Authority, LLC November 06, 2024
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Appendix 1

A3SA Ecosystem Participants

A3SA 3.0 Security Authority, LLC November 06, 2024

A3SA 3.0 Security Authority, LLC November 06, 2024
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Founded in 2019 to enable both the
signal security and content security
features of the ATSC 3 Standard--
including on upgrade accessories

Enabled the release of the first
certified commercial devices in
2020, and millions more since then

Enabled the first signal and app
signing in 2022, and DRM-protected
broadcasts in 2023

2019'30] & |0 ATSC 3 HEFE2|
Mo Hotup BHX HO 7|5

48 X =4 0

o o

20224 Z|Zx=0o| Mz Sl o= 2|#H 0| M
MY X2 20233 DRM E i
T+

MNiE US
Members
CBS
Disney/ABC
Fox
NBCU
3| # A
CBS
Disney/ABC
Fox
NBCU

R3ISA

)

Univision

Pearl TV Consortium

)

R3ISA

Univision

Pearl TV Consortium

PEEIx Ot NS | 2HE 2
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The A3SA’s Technical
Contributors Working Group
(TCWG) provides a forum for
existing and future

participants in the ATSC 3
ecosystem to contribute to the
development of the
ecosystem

A3SA 7|= 7|0{Xt &Y

S (TCWG)2 ATSC 3 MEfA 9]
AT W 2= IR0 A AERA
LMo 7o = A= 57

&
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Receiver manufacturers

Broadcasters

Security vendors

Professional broadcast equipment
manufacturers

Technical solution providers

)

R3ISA

T H=EA

BitRouter

CBS

DigiCAP Co., Ltd

Disney

DTV Innovations, LLC

Fox

Gray Media Group, Inc.

BitRouter

CBS

DigiCAP Co., Ltd

Disney

DTV Innovations, LLC

Fox

Gray Media Group, Inc.

Inca Networks Incorporated
dba WISI America

LG Electronics U.S.A,, Inc.

NBCUniversal

Nuvyyo, Inc

Pearl TVLLC

Samsung Electronics Co. Ltd.

Sinclair Broadcast Group, Inc.

Inca Networks Incorporated
dba WISI America

LG Electronics U.S.A,, Inc.

NBCUniversal

Nuvyyo, Inc

Pearl TVLLC

Samsung Electronics Co. Ltd.

Sinclair Broadcast Group, Inc.

Sony Electronics Inc.

Tolka Telecommunications
Corporation

Sony Electronics Inc.

Tolka Telecommunications
Corporation

A

)

2

L

SA
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Adopter Licensees

Alticast, Inc.

BitRouter

DS Broadcast, Inc.

EiTV USA

Harmonic, Inc.

Hisense USA Corp

Inca Networks Incorporated dba WISI
America

iWedia S.A.

LG Electronics USA Inc.

LowaSIS,oIng. ity Authority, LLC

Mediaproxy Pty Ltd.

MediaTek Inc.

Mware Solutions BV

Nuvyyo, Inc.

Panasonic Entertainment &

Communications Co., Ltd.

Samsung Electronics Co., Ltd.

Sencore, Inc

Shenzhen TCL New
Technology Co., Ltd.

Shenzhen JingYue Times Technology Co.,
Ltd.

Shenzhen Zenview Intelligence Co., Ltd.

Silicondust USA, Inc.

Shift2Stream, Inc.

Sony Electronics Inc.

Tolka Telecommunications Corporation

Triveni Digital, Inc.

Vela Research LP

Zhuhai Gotech Intelligent Technology Co.,
Ltd.

Zinwell Corporation

)

R3SA

COPYRIGHT PROTECTION TECHNOLOGY :
Safeguarding Creativity in the Hyperconnected Era of Digital Transformation
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Broadcaster Licensees

ABC, Inc

Allen Media Broadcasting, LLC

CBS Broadcasting Inc.

Hearst Television, Inc

Meredith Corporation

NBCUniversal Media, LLC

Sunbeam TV Corp.

TEGNA, Inc.

Univision Local Media, Inc

)

R3ISA

O{EHE| 2tO|MIA

Alticast, Inc.
BitRouter

DS Broadcast, Inc.
EiTV USA
Harmonic, Inc.
Hisense USA Corp

Inca Networks Incorporated dba WISI

America
iWedia S.A.
LG Electronics USA Inc.

LowaSIS,olng. ity Authority, LLC

Mediaproxy Pty Ltd.

MediaTek Inc.

Mware Solutions BV

Nuvyyo, Inc.

Panasonic Entertainment &
Communications Co., Ltd.

Samsung Electronics Co., Ltd.

Sencore, Inc

Shenzhen TCL New
Technology Co., Ltd.

Shenzhen JingYue Times Technology Co.,
Ltd.

Shenzhen Zenview Intelligence Co., Ltd.

Silicondust USA, Inc.

Shift2Stream, Inc.

Sony Electronics Inc.

Tolka Telecommunications Corporation

Triveni Digital, Inc.

Vela Research LP

Zhuhai Gotech Intelligent Technology Co.,
Ltd.

Zinwell Corporation

9

R3SA
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CMG Media Corporation Nexstar Media, Inc. WPLG, Inc.
Fox Television Holdings, LLC NPG of California, LLC
Graham Media Group, Inc Scripps Media, Inc. <
Gray Media Group, Inc. Sinclair Broadcast Group, Inc.
2023 A3SA 3.0 Security Authority, LLC 5 3 15"
P @3SA
HFA |. |- | M A
i AL 20| Ml A
ABC, Inc Hearst Television, Inc Sunbeam TV Corp.
Allen Media Broadcasting, LLC Meredith Corporation TEGNA, Inc.

CBS Broadcasting Inc.

CMG Media Corporation

Fox Television Holdings, LLC

Graham Media Group, Inc

Gray Media Group, Inc.

2023 A3SA 3.0 Security Authority, LLC

NBCUniversal Media, LLC
Nexstar Media, Inc.

NPG of California, LLC
Scripps Media, Inc.

Sinclair Broadcast Group, Inc.

Univision Local Media, Inc

WPLG, Inc.
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Deployment Status — Receivers A35A
Ap pe N d ix 2 @) CTA projects installed @) CTA projects installed @) Many additional TVs

base of ATSC 3.0 TVs based of ATSC 3.0 upgrade and upgrade

to exceed 14 million by accessory products to total accessory products

EOY ca. 200K units by EOY in development

A3SA Deployment Status
Device Types Released Add’l Feature Support Roadmap:
. Home Networking (2025)
STBs (incl.

@® UsB Dongles w/DVRS) MMT broadcasts (2025)

Apple FairPlay DRM (2026)
' HDMI Dongles “Si&®” Gateways

Expect all spec and test
©) development to be completed

O(O )3 S . - Televisions |~ over next 2 years

A3SA 3.0 Security Authority, LLC November 06, 2024

2023 A3SA 3.0 Security Authority, LLC
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%)) CTAE HEEX| ATSC 5)) ATSC 3.0 ¥120|= @ CrFet =7F TV o
|7 30TV x| 7|gto] | AN ME| MBS 7|HeR | 0| = AN AME|
1,400% CHE Xatst MX|E CTAZRHEL: HENL S
ZoE o4& EOY7IX| & 2F 200K THel 2
37t
EME X 59 Ft7ls X EEY .
s HEQH 2
USB Dongles D (THO 1=58@029)
o 9 =8} MMT %4(2025)

0f Z 1|o{ Z2j|o] DRM(2026)
' HDMI Dongles "W Gateways
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A3SA 3.0 Security Authority, LLC November 06, 2024

2023 A3SA 3.0 Security Authority, LLC
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International Copyright Technology Conference 2024

Deployment Status — Signal Signing

Overall Signal Signing Status 5, pear!
Signal Signing Status.
(83
Isguan
an (] NoActity
[4] Love
Signal Signing Status
B Nodcterty
B iasued
| FE
License by Group
(a#)
@ FPDIgial3 Clasz
P Digieai B Trznslators

oEs

Stripse  Secdasr  Tegne  Linivisior

d—-—-m\u:-—l---l-.--l--nh
Cow Fo

Satkshire  Flack  Cepiesl  [ES Geanam Hamrer osTES Nac M,
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Signal Signing Status Map Signal Signing Credentials
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2023 A3SA 3.0 Security Authority, LLC
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COPYRIGHT PROTECTION TECHNOLOGY :
Safeguarding Creativity in the Hyperconnected Era of Digital Transformation
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Deployment Status — Encryption

Encryption Status F peaﬂ
°
300 L
Encryption Ststus
8 )
Live
[ sean
. @ [ Mo Ereryntion
E Fice in Trackes
& Ercryption Status
= I 1o Exryption
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2 | i
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In this tutorial, we will discuss the new copyright infringement and protection methods using the latest Al-based
methods. Also, we will explain and discuss the latest Al Security issues arising from generative Al methods.
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Collage of Data-driven Al ~ by [ T
@fﬁﬁ%ﬂ%un COMPUTING Security HCI (DASH) Lab CS gEEHNE I NsyRsa

Data-driven Al
Security HCI (DASH) Lab

Unique Origin | que |

sle]c]

Home News USElection Sport Business Innovation Culture Arts Travel Earth Video Live

Disney's earliest Mickey and Minnie
Mouse enter public domain as US

copyright expires

Bele!_'ﬂ 742 271 yelolgy

SUC 55| 30 BHE Siam £ g o]
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Data-driven Al Data-driven Al

Unique Origin Unique ture Unique Origin Unique Future

Security HCI (DASH) Lab Security HCI (DASH) Lab

Tutorial®] 78 2 Copyright (Watermark) Attack Methods

Attacks on Text-to-lmage Gen Models

« 2 AIR0ME= XA QIEXE7|H 7| =2 250 HEHE * NightShade: Nightshade: Prompt-Specific Poisoning Attacks
KBl St= g S0 AR of] CHSH A =9f on Text-to-Image Generative Models (S&P24)

« X2 EN7F LD Qe ChYot Al 2Ot E 5 0| 50f| CHsA| A H
R =9 Attacks on DNN Model

» DeepEclipse: How to Break White-Box DNN-Watermarking
Schemes (UsenixSec24)

Data-driven Al Data-driven Al

Unique Origin Unique Future Unique Origin Unique Future

Security HCI (DASH) Lab Security HCI (DASH) Lab

Nightshade

Content

1 L =L AL
- 2B X5 7|8 MEA Hl 7= , _
- - o N . Poison data. . Internet Tex(—to-lrnage |
° OI_I _|o_x| = 7| Hl_l- X—I I_Il-__lil Eg 7| = 7 (image/text pairs) : E model (|:0|sonev:l)| >
Poison Algorithm ==
oF— Generate poison data ==

-CHE SRS AE S

to disrupt concept C

D =
[jl Upload | Train | §+ +In<orrcu
p—— | [=]=] | =N Image
3 1= |0

1
a) Generating poison data and post online b) Trainer trains model using data ' ¢) Model fails to generate

from the Internet correct images

Figure 1. Overview of prompt-specific poison attacks against generic text-to-image generative models. (a) User generates poison data (text and image
pairs) designed to corrupt a given concept (’ (i.e. a keyword like “dog"). then posts them online: (b) Model trainer scrapes data from online webpages to
train its generative model: ¢) Given prompts that contain €', poisoned model generates incorrect images.
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Data-driven Al Data-driven Al

Unique Origin Unique tur - . Unique Origin |

Security HCI (DASH) Lab Security HCI (DASH) Lab

Poisoned Concept C |
Dog Car Stop Sign Cubism aligned similar in feature space Cn:;
Poison Text ' Poison Image Anchor Image
Clean Model | - 5
» ; |
Figure 3. Samples of dirty-label poison data in terms of mismatched (SD-XL) | P
text/image pairs, curated to attack the concept “dog.” Here “cat™ was chosen £ DhOtO ofa dog | 2
by the attacker as the destination concept A. | | é ik
P— : p— ~ ‘ I i §
Attack Notation. The key to the attack is the curation of 2 covssi 3 — | | -
the mismatched text/image pairs. To attack a regular con- ’D-< s:::;: a dog protrait | : A painting of a dog A phota of a BMW car """’:(’ ppeaE Bﬁ:ﬁ:’f@:‘:’[‘i"
v 7 o = » “ ke o rfi ~ H . - . . . . %
cept € (e.g., d_"g ) the attacker performs the following: o r : Figure 6. Examples of Nightshade poison images (perturbed with a LPIPS
« select a “destination™ concept A unrelated to C as guide; % Nightshade's Poison data budget of 0.07) and their corresponding original clean images.
« build a collection of text prompts Texte containing the s Figure 5. An illustrative example of Nightshade's curation of poison data Tralning Model Pretraln Dataset % of Clenn
word C while ensuring none of them include A; 5 = to attack the concept “dog” using “cat”. The anchor images (right) are =3 R exiz
1000 poison % 2 " - o Scenario Name (# of pretrain data) Training Data
« build a collection of images Image 4, where each image S i ) generated by prompting “a photo of cat” on the clean SD-XL model -
visually captures the essence of A but contains no visual 3 Sumpres multiple times. The poison images (middle) are perturbed versions of _ Train from scraich  LD-CC = _ M
slerns ry G ) ; < natural images of “dog”, which resemble the anchor images in feature Crntisitios SD-V2 LAION (~600M) TOOK
clements of C: representation. dilting: SD-XL  Internal Data (>600M) 100K
o pair a text prompt from Texte with an image from Cat Cow Bird Cartoon bs DF LAION (~600M) 100K
Image 4. Destination Concept A TABLE 2. Texi-to-image models and training configurations.
7 9

Data-driven Al Data-driven Al

Unique Origin Unigue ture Unique Origin |

Security HCI (DASH) Lab : - Security HCI (DASH) Lab

=
P e —— :% Poisoned Concept Related Prompts Un-related Prompts (control group)
i Fantasy art ; A painting by Advason A caste in the ; A\famémgh
Poison Text ' Poison Image ; Anchor Image ; Michael Whelon Lord of the Rings : by Van Gog
| [ |
: | ” Clean | |
a photo of a dog | 3 Model : :
' I & ‘ I I
| | 1 [ ]
! ! . G o ' '
ado rotral Fantasy art painting ubism Pointing, i
g P! | : A painting of a dog A phote of a BMW cor % foblsm st ivbiriieh Poc;o::; /’ | :
; A Figure 6. Examples of Nightshade poison images (perturbed with a LPIPS ! i
Nightshade's Poison data budget of 0.07) and their corresponding original clean images. ’ !
Figure 5. An illustrative example of Nightshade's curation of poison data Training Model Pretrain Dataset # of Clean Figure 15. Image generated from different prompts by a poisoned SD-XL model where concept “fantasy art™ is poisoned. Without being targeted, related
to attack the concept “dog" using “cat”. The anchor images (right) are ﬁcenarlt ‘\‘ume (# of pretrain data) Training Data prompts are also corrupted by the poisoning (i.e., bleed through effect), while unrelated prompts face limited impact. The SD-XL model is poisoned with
generated by prompting “a photo of cat™ on the clean SD-XL maodel - 200 poison samples.
multiple times. The poison images (middle) are perturbed versions of Train from scrach _LD-CC = I M
natural images of “dog”, which resemble the anchor images in feature Contintous SD-V2 LAION (~600M) 100K
representation. training. SD-XL  Internal Data (>600M) 100K
bt DF LAION (~600M) 100K
TABLE 2. Texi-to-image models and training configurations.
8 10
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Data-driven Al Data-driven Al

Security HCI (DASH) Lab

Unique Origin | Unique Origin Unique |

Security HCI (DASH) Lab

| +4b =4 [P

output
Detection ‘1!\ ﬁl Dbfuscmm L g
—
m @ Mo wemmsrtlng Nn dala ﬁ % L §> * ’ £ 3 .
Nu hardware required padded expanded

oFrequemy analysis Discrate Minimal utility impact Naw Model Mas: ixels kernel
Waternarsad i T’“"“"“ e E:dr:;ﬂ Vericatcn L
- Le Figure 5: Advanced Convolutional Layers obfuscation. Each
mma Modei Th\:.:ir';:w 12ure J: vanced Convolurional L.ayers obiuscation. rac

feature maps of the Kernel is expanded with padding using
an € value, then the whole layer is multiplied by a random
constant A, and the subsequent layer is also multiplied by {

Data-driven Al Data-driven Al
Unique Origin | que Future Unique Origin | que |

Security HCI (DASH) Lab : Security HCI (DASH) Lab

Copyright Protection Methods

* Disrupting input when modified: PhotoGuard

X

tnput

Original Image Edited Image

Prompt: Two men
ballroom dancing

channels kernel

expanded }
kernel
. +b 2 s
5 output Original Image
Adversary padded ;
pixels
channels N

Figure 4: Basic Convolutional Layers obfuscation. Each feature maps of the Kernel is expanded with zeros padding.

12 https://github.com/MadryLab/photoguard?tab=readme-ov-file
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Unique Origin Uniqu Unique Origin |

Security HCI (DASH) Lab S ' Security HCI (DASH) Lab

Copyright Protection Methods

* For someone wants to use Geneative Al Model to modify the
original content,

Disrupting Diffusion-based Inpainters with

Semantic Digression
- Disrupt the output, when user wants to change

- Do not generate user-requested desired outuput

Geonho Son*, Juhun Lee*, and Simon S. Woo

1JCAI 2024
Department of Artificial Intelligence,

Sungkyunkwan University

15

Data-driven Al Data-driven Al
Unique Origin Unique Future Unique Origin Unigque Future

Security HCI (DASH) Lab Security HCI (DASH) Lab

- Privacy concerns should cross your mind. Deepfake synthesis are easier than ever.
- Users will want to protect theirimages from unconsented manipulation.

Some issues with PhotoGuard

- There are some issues with Photoguard:
- To yield the adversarial gradient, it requires n forward + n backward passes (= slow + memory heavy)

Forward Forward Forward
T PRSS. T ol T il = pass“"\
A
2 = loss
Backward Backward pass Backward
pass pass

- To make the attack invariant to random seeds, they take the expectation of the adversarial gradients. The
synthesis of a single immunized image can take up to 20 minutes.

- Yet, we confirmed unsatisfactory success rate w.r.t. random seeds (and doesn’t work on specific images)

Our work addresses these limitations:
1) 3~4 times faster
2) higher inpainting disruption at all metrics

16 Deepfake Generation w/ SD Inpainters 18
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Unique Origin |

id Shace
A Bz A H(Z Cogtit) ~ Gradient Descent ~ ——=  Optimize Coqy  +oeeesr Token Projection Hidden Space

A HEZ. 0 W centroidof A's e Text Op - li —mm= Centroid Sampling

Token Space
L(ms, z,t,C) =0

7 2
=3 Za. i o
; =37 $ :

context
image

:§§v~a\':)~.

U-Net
time e
step
=720
(a) Hidden State Sampling (b) Discretized Textual Optimization In Token Space (¢) Digression with Context-Aware Centroid

Data-driven Al
Security HCI (DASH) Lab

Unique Origin |
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- In the generative space, both the targeted and untargeted attack setting are
cumbersome:

- Targeted: Regress to what?

__ Forward
o lmgel 5 1) Loss with slow convergence
v 1) 2) Doesn't disrupt even at low attack loss
‘-ﬁ - =lossy
e I

Backward
pass

- Untargeted: Sounds fitting to our task but, digress away from what?

- If we can find the optimal representation of the normally generated
images apriori, any digression w.r.t. it will be orthogonal to normal
generations (a.k.a. abnormal)

21

Data-driven Al
Security HCI (DASH) Lab

Unique Origin |

- We ask ourselves if covering the full diffusion process function is needed.

Forward Forward

Backward Backward pass Backward
pass pass

- Alternatively, aware of the “global-to-local” synthesis process of diffusion models,
we find it appropriate to attack the early timestep range.

Forward

~— pass \

Backward
pass

184
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Without DDD Without DDD
Photoguard

Photoguard

Immunization (Ours) Immunization (Ours)

“ Office witha
waterfall
outside
of the window ™

“Qil painting of
o woman

in front of the

Eiffel Tower ™

“ Ol painting
of a woman on
a medieval
European

streer

* China town
ousside the

wandow "

" Colorful

A woman ina skyview outside
Lt es, »
green jorest the window

" Realistic alps
skvline outside
the window ™

A woman in
the sunset on
the beach "

22
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Disruption in
e . N l L]
(Stab::l-lll;:fvl?éli':)ln 1.5) (Stablsc::;)i;l‘fl:ni?;n 2.0) lnp?i:rt:ng Phistegrrd oD Wate Fma I’k Eva l.u atl on

Natural DDD(ours) Natural DDD(ours)

* Watermark Evaluation/Benchmarking
Strength = 0.8

* Watermark Robustness

Runwayml
(Stable-Diffusion 1.5)

Strength = 0.9

Natural DDD(ours) Natural DDD(ours)

Immunize from

Stabilityai
(Stable-Diffusion 2.0)

Strength = 1.0

23 25
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Unique Origin |

Unique Origin |

Summary

- Interms of disruption rate & strength, more than our method is insignificant L WAVES L

- Thedisruption level/rate is far over the ideal bar.

- Ifyou ever get to research on this topic: optimizing for a stronger disruption is not recommended. \/ (
- There are critical issues with this line of research (Photoguard and Ours) Stress Tests Evaluation Metrics Analysis
- The assumption that we know where the malicious user will manipulate is too strong. = ; =]
- Robustness w.r.t. image augmentation is still weak. @ il
Distortion Tasks Performance Performance vs. Quality
“Qil painting of a woman with a monkey Geometric, Photometric Watermark detection TPR@O.1%FPR 2D plots
(a) Gaussian  (b) Color Jitter  (¢) JPEG (d) Rotation Degradation, Combined User identification Accuracy Multi-metric 2D plots
[ B T AR Regeneration Datasets Quality Unified 2D plot

Single DiffusionDB Pixel Benchmark Watermarks
Original Rinsing* MS-COCO, DALL-E3 Distribution Averaged robustness
Adversarial Setups Perceptual Benchmark Attacks
Embedding* Removal Assessment MNormalized ranking
Surrogate Detector® Spoofing

An, Bang, et al. "Benchmarking the robustness of image watermarks." arXiv

# preprint arXiv:2401.08573 (2024). 2
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WAVES

* Watermark Robustness

Watermarking
Detection

Post-processing

Vateamared Watermark Perturbed
Generator b —>=
’ , m=SS ? :
“digital painting of 1 /
a lake at sunset...” y Attack 7 ,
1 | No Watermark o

In-processing 5
Sea-

Watermarked
Others

'l
3

- p

An, Bang, et al. "Benchmarking the robustness of image watermarks." arXiv
preprint arXiv:2401.08573 (2024).
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* Benchmark

™ Tree-Ring = Stable Signature = StegaStamp

R —

Adv Embedding Distortion Single {

Grey-box
B Distortion
Combination

Distortion Combination -

Regeneration Single{ ‘

Adv Embedding

Black-box
( \ Distortion Regeneration Rinsing { e —
! Single
4 \ Ady Embedding Gray-box { T ————— 12
Adv Surrogate |
Detector Adv Embedding Black-box |

Adv Surrogate Detector |

e = Regeneration
=" insi . . . .
R|n5ng (1] 02 LB} 0.6 0s

Normalized Quality Degradation

Regeneration
Single

Watermark detection performance (i.e,, TPR@0.1%FPR) of Stable Signature, StegaStamp, and Tree-Ring watermarks after attacks via WAVES. We
compute the Average TPR@0.1%FPR across all strength levels and further averaged this metric across different attacks and datasets. Lower Average
ure shows the distribution of quality degradation for

TPR@0.1%FPR indicates higher vulnerability of the watermark to a certain type of attack. Right fic
er quality degradation is preferred.

each type of attack, L
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Brief Introduction to Copyright Protection

* Insert Watermark

188

* Benchmark

“7 StegaStamp

= Tree-Ring T Stable Signature

Adv Embedding Distortion Single
Grey-box/ R

Distortion
_Combination

Distortion Combination

P

Adv Embedding /'~

Black-box Regeneration Single

\ Distortion Regeneration Rinsing

Single
< ‘3‘ Adv Embedding Gray-box
Adv Surrogate

Detector

Adv Embedding Black-box

Regeneration Adv Surrogate Detector

S insi
Rinsing —

Regeneration
Single

02 04 06 oa
Normalized Quality Degradation

Watermark detection performance (i.e., TPR@0.1%FPR) of Stable Signature, StegaStamp, and Tree-Ring watermarks after attacks via WAVES. We
compute the Average TPR@0.1%FPR across all strength levels and further averaged this metric across different attacks and datasets, Lower Average
TPR@0.1%FPR Indicates higher vulnerabllity of the watermark to a certain type of attack. Right figure shows the distribution of quality degradation for

tack. Lower quality degradation is preferred

each type of

28
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Law. Watermark + GenAl

Implementation Timeline

Tha Al Act will come into affect on August 1, 2024 (o¢f tat 7). Howavar, the compliance

deadlines vary:

° Th e E U ’S AI ACt « Gonaral-Purpose Al (GPAI) systems: August 1, 2028

= All other generative Al systems: August 1, 2026

Transparency Obligations

Recitals 133 to 137 and Article 50 of the Al Act mandate tras quirements far ders and
daplayers of generative Al systems. These apply to all synthetic content (images, videas, text, or audic)

generated or accessible within the EU.
Mandatory Labeling

Al-generated content must be systematically marked as antirely generated or maniputated by Al,
ensuring public Identification. This measure aims to combat fraud, deepfakes, fake news, and identity
theft.

Penalties for Non-Compliance

Fallure to comply can result in fines of up to €15 millien or 3% of the total glebal annual turnover from

the previous financial year, whichever is higher.
Technical Standards

The Al Office will define the standard to be followed, likely combining signed metadata (such as the
¥ i hent } with secure and robust
waterrmarking ilike IMATAG's solutlan) to ensure the preservation and integrity of provenance

information.

https://www.europarl.europa.eu/doceo/document/TA-9-2024-0138-FNL-CORO1_EN.pdf 31

Data-driven Al

Unique Origin Unique Future

Security HCI (DASH) Lab

:” “Reuters Wortd v USElection Business v Markets v v Legalv v Technology

* California Al Watermarking Bill )
OpenAl supports California Al bill

Co /. I requiring 'watermarking' of synthetic
e O P =P S R Wy e content
MLinryasan >> RALSSATCE >> Tet By Anna Tong
{27, 2024 470 AM GMT+3 - Updated 2 months ag Allaa]| <
AB-3211 California Digital Conteant Provenance Standards. (20073034}

0‘«?""\\‘b

CALIFOMM A LEGILATLIE — 033-3054 REGULAR SESSION
ASSEMBLY BILL

Introduced by Asssmbly Membar Wicks

Fbruary 16, 2024

https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=202320240AB3211 32
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Concluding Remarks

* There are critical challenges in watermark methods for
Generative Al systems

* Generally, defenses are much harder and more research efforts
are required

* Joint efforts from Goveronments, Platforms, and Users are all
needed to solve this challengening issues

33
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International Copyright Technology Conference 2024

Session 2 =:ix xxio] E[), KZE B3 IS

Q1AL 01

- H|O|HHE(R) Anti-Piracy 2/=(2024~)

- HO|HYUER) W Al 2|=(2023~)

- H|O|HHIE(R) Al Protection 2|=(2017~2023)
- HIOJH(F) AZER0] AX|L01(2011~2017)
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—
Flet7IEH W32 SQdS 2o, SHE AN 01F 2O = MESt= Yt 1 o)l CHok

With the growth of the digital content market, preventing illegal distribution of webcomics has become a significant 2 1i|o|H
challenge in protecting intellectual property rights. In response to this issue, WEBTOON Entertainment has proactively

developed and implemented various technical strategies. This presentation will highlight the importance of technical 3 Yo WES| 7|&X O
measures to prevent the illegal distribution of webcomics and introduce how these measures have been effectively

applied at the platform level, along with the results achieved. By sharing these strategies, we aim to contribute to 4 7|&H 0] me Mat

efforts not only to curb illegal distribution but also to safeguard the broader content ecosystem.
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Content Protection: Trends
TEEE and Future Challenges
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ICOTEC 2024
DIEHL E.
eric.diehl(at)sony.com
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This technical presentation explores the latest developments in content protection. It enumerates some critical
technologies used in content protection, such as white—box cryptography, and summarizes their recent evolution. ICOTEC 2024

The presentation also explores new challenges like blockchain, post-quantum computing (PQC), and watermarking DIEHL E

eric.diehl(at)sony.com
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White Box Cryptography

software implementation of encryption
Attacker’s goal
* Extract the secret key used by the implementation
Threat model
* Attacker fully controls the platform
* Attacker has full access to the binary code
How does it work?

* Lookup tables rather than calculated
* Randomizing the tables’ values
* Code obfuscation
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White Box Cryptography Hardware Security (1/2)

Regular competitions at CHES New kinds of vulnerabilities
= * Micro-architecture level
(Competition ___|Target  [Resut

I ———— e Broken > 28 days * Speculative execution, data cache...

WhiBox 2019 AES-128 One not broken * Spectre, Meltdown...
WhiBox 2021 ECDSA Broken > 2 days E I
WhiBox 2024 ECDSA Broken > 6 days Xam p e:

] : ] g * SGX is not anymore considered secure
No commercial solution has been publicly submitted

ol0| E H& Y= 5} ot =%l0] EQk(1/2)

— o =X x
CHES 87| Cli g ME22 F79| Fd
A
R - B S OIS
= = o XX AlBH

WhiBox 2017 AES-128 Broken > 28 days TS E29G, E” Ol E'i ;H Al

WhiBox 2019 AES-128 One not broken * Spectre, Meltdown...

WhiBox 2021 ECDSA Broken > 2 days

WhiBox 2024 ECDSA Broken > 6 days
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Hardware Security (2/2) Post Quantum?

Black Hat 2024 The Quantum Computer risk

» Laser Beams & Light Streams: Letting Hackers Go Pew Pew, Building Affordable Light-Based * What is a quantum computer?
Hardware Security Tooling. BEAUMONT S., TROWELL * Risk
* Current public key cryptosystem would be defeated
* Schor algorithm
* Symmetric: Reduce complexity O(n) to O(n/2)
* Grover Algorithm
QC: new type of hard-to-solve problem (e.g., lattice)
* NIST is standardizing four algorithms
* Key “sharing” (CRYSTAL-KYBER)
* Digital signature (CRYSTALS-DILITHIUM, Falcon, and SPHINCS+)
* OpenSSH
* NTRU Prime

ofES]| 0] ©2k(2/2)

Black Hat 2024

* Laser Beams & Light Streams: Letting Hackers Go Pew Pew, Building Affordable Light-Based
Hardware Security Tooling. BEAUMONT S., TROWELL

ac: M2 /2| &7 0131-.-_- =M (oll: AX})
o NisT, 4| 7HX| ¥ 2[F EE3}
« 7| "38" (CRYSTAL-KYBER)
+ C|X|& M B(CRYSTALS-DILITHIUM, Falcon, and SPHINCS+)
+ QESSH
¢ NTRU Prime
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Post Quantum & CP standards

Personal opinion
Should we push QC in current or new standards?

When will Armageddon occur?
* Schor requires millions of logical qubits
* Currently, a few tens of logical qubits
* Cryptographically Relevant Quantum Computer

CP no long-term keys, cost-related

Maturity
* No chip available
* No study on side channel attacks
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Machine Learning watermark

Interesting

Generative Adversarial Network (GAN) allows for
enhanced robustness

Issue
* No advanced visual model
 Using PSNR as imperceptibility for reward
* How to feedback golden eyes

Future risk
 Using GAN to attack when Oracle attack is available

ERELE

=~ 25 ERIEQL I | o

WM and Homomorphic Encryption

What is homomorphic encryption
D (f(Em))) = f(m)

WM is too complex for Full Homomorphic Encryption

Note: Some commercial WM work in encrypted
domain
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Blockchain

Many startups claim they solved CP

Reduce the problem to:
* Easy lawful licensing of content
* Royalties’ distribution

Not tackling unlawful use, such as piracy
Usually, not a proper approach to interface with DRM
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Content Protection and ML/AI (1/2) Content Protection and ML/AI (2/2)

Blockchain
* Licensing training data
* How to monitor the usage?
Watermark
* Promising
* Need much research before mature
* Critical for avoiding data pollution?

Outcome

Trace, Protect, . Trace back to
Filter Ownership, model
Theft, clone

X HS 9 ML/AI2/2)

2259l
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OTT 2H =0 28 RE0 ZHX ot 7|&

HES
AINEAA T2SHE MHLIF The state of OTT content piracy and anti-piracy countermeasures

Product Manager
E A pallyCon E

A D2EE OHLK] (2015~2024)
A =M 917121 (2010~2015)
E 28| &M JHEiXt (2007~2010)

: O1|O|M|E|A E 72X} (2002~2007)

- LIXFH2LAH0MX JHEER}(2000~2002)
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In this presentation, | will discuss the types and causes of illegal content leaks, such as "NunuTV 2.0," and the ways
to respond. We will explore appropriate DRM (Digital Rights Management) strategies based on the security level of
the client's system and examine the vulnerabilities of software—based DRM, along with complementary solutions.
Finally, I will explain how we can effectively address illegal content leaks by using anomaly detection models powered
by machine learning.
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In social media, image copy detection is an important task to avoid the dissemination of copyrighted content on the
platforms. In this talk we will present two approaches to copy detection. In the first approach, images are compared
with copyrighted content using an efficient intermediate representation, SSCD. In the second approach, we show
how slight alterations of an image generated by an Al make it possible to trace back where they come from.
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Image copy detection via
content analysis and
watermarking
Matthijs Douze, Meta

International Copyright Technology Conference 2024,
Korea Copyright commission, 2024-11-06

SLHES SRR ]
7|8g 53 0|0|x| A X

Matthijs Douze, Meta

International Copyright Technology Conference 2024,
Korea Copyright commission, 2024-11-06
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About me

Matthijs Douze

e At Facebook since 2015, Paris

e Fundamental Al Research

similarity search

e embeddings

e unsupervised learning

e Image watermarking

10 years at INRIA (research institution)

e + large-scale 3D reconstruction

COPYRIGHT PROTECTION TECHNOLOGY :
Safeguarding Creativity in the Hyperconnected Era of Digital Transformation
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Copy detection infrastructure: reference content

e Database of content (aka. “bank”)
o Collection of images
o Associated policy — take down, downvote, escalate
to human review, exception
o Used for human review & automated processing

e Automated processing

o Incoming images are compared with bank images
o When match — apply policy
o Challenge: image matching

© ©
W
iH
2
Apply |, Image matching |

policy ﬁ

Terrorist Art
propaganda whitelist

\—//

el=a7l

Matthijs Douze

SAF K| Qlma) &x 2

—

=

o ZEHIX [ O|EH|O0]| ALY “bank")

o

O[O x| Z =

20154 F B Ii2| I o[ A=0M 27
7 Al T

FARY A

UH|

HX| = &&

O|0|X| HOHd

INRIA(Z T 7| 2h0f A 10 27
2 3D X7
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e Previous approach is “passive”

o Does not affect image content
e Active approach

o Imperceptible modification of the image

o Carries information that can be recovered
e Applications

o Controlled diffusion

o Images posted and re-posted on different platforms
o Al generated image content

COPYRIGHT PROTECTION TECHNOLOGY :
Safeguarding Creativity in the Hyperconnected Era of Digital Transformation
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Copy detection infrastructure: watermarking

A Self-Supervised Descriptor for Image

Copy Detection

Ed Pizzi, Sreya Dutta Roy, Sugosh Nagavara Ravindra, Priya Goyal and Matthijs Douze, CVPR'22 N Meta Al

O n A
o OF M YA pEE
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Ed Pizzi, Sreya Dutta Roy, Sugosh Nagavara Ravindra, Priya Goyal and Matthijs Douze, CVPR’22 0 Meta Al
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“Easy” recognition case Motivation: dataset for

the Image Similarity
Mild crops, overlays and photometric changes Challenge
(DISC2021 ) deepfake + text + AR filter

-
Strong image

horizontal flip + IG filter ‘ AR filter + text overlay

ey o
AVQasiA0

blur + overlay text + overlay on background

transformations o s

Ay

1M images to find

enhance edges + mask overlay

' o )

Like I you have no ldea what
hells saying 95% of the time

horizontal flip + IG filter AR filter + text overlay
&7]: O|O[R| FALS 1hA|
Ol O E| M| E(DISC2021)

&8 ‘
R

deepfake + text + AR filter

- * ;. ;; 'Av‘ /_ é
Zr2{et o|0| x| w2t -

blur + overlay text + overlay on background saturation-pixelization+padding+emoji overlay

A

ZrOtOF & 1M O[] X|

enhance edges + mask overlay

Y

Like I you have no ldea what
hells saying 95% of the time |
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Approach: image embeddings

Collection:

Y1,Y2, -y Yn € Rd

=T

xZ

]

M
Z
W

embedding

{f
—

Result: & — argmin,_, ||z —v:|?

Challenge: the embedding extraction

Embedding extraction

Training

Inference

Repeated Augmentation

Image Retrieval with
Similarity Normalization

§(q,r) =s(q,r) - bias(q)

Sujuauym

Matching

Reference Background
Images Dataset

g $4: o|0jx] AH|S

Y1,Y2; -y Yn € Rd

="

:

S

M

=)
a

embedding

—
el

I?

Result: & — argmin,_, .||z — v

Challenge: the embedding extraction

Training

Inference

Repeated Augmentation

Image Retrieval with
Similarity Norrnaliz_ation

{3 (@) =s(q,r) - bias(a) |

Sujuanym

Matching

Reference Background
Images Dataset
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Challenges: abusive
generalization

» Let's use an off-the shelf
resnet-50 or CLIP 10

 classification models are
* too invariant
* Not discriminant

* When they don’t “know”
CNNs “fire” on textures

—

PNl £ 420 Lttt

« 7| 42| ResNet-500]| L}
CLIPZ A& 2 A|LE. 10

22 3YEo)
. 70| g

«ZEO| "EELI" T A
CNNO| AKX 0N 2SS

252

distance: 0.923638 (rank: #1341, query #101519)

distance: 0.923638 (rank: #1341, query #101519)

Background: SimCLR

e Contrastive learning objective:
Learns by training on matching image copies

e Embedding MLP for matching copies is discarded
for inference

e Contrastive InfoNCE loss

eX])(S,“J‘)
g =—loges oot
b b Ekgi exp(si k)

1
LinfoNCE = Pl 3 by

i,jeP

H{Z4: SimCLR

o SALES EXIAIZ]7] 21T YHIE MLP= FES

e [H=H |InfoNCE &4

exp(si,;)
[ PN - WS .. s s
7 % Ekg,‘ exp(s;x)

1
LinfoNCE = P] Z b j.

LjeEP

iy

l CNN

A4l

AT
J
b
n*}

Training

Inference

{ CNN

([ avapoo |

Training

E

Gather |

£
2
g
E

[’ L2 norm

Inference

{ CNN

[ avapo |

B0RYS Set 0[0IA| SX| ZA| | OfE0]A £X
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Key motivations

e Optimize self-supervised contrastive learning for copy detection

e Create a calibrated descriptor, such that distance has a similar meaning

throughout the space

o Use threshold: distance below threshold = match

COPYRIGHT PROTECTION TECHNOLOGY :
Safeguarding Creativity in the Hyperconnected Era of Digital Transformation
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name method dimensions | WAP  WAPSN
SimCLR for copy detection adaptations: SImCLR trunk features 2048 131 33.9
+ GeM pooling 2048 21.5 45.3
e generalized mean (GeM) pooling ) o
. . SimCLR projection 128 9.4 17.3
e strengthening the blur augmentation
e using a lower InfoNCE softmax + GeMpooling 128 n1 18.8
temperature + strong blur 128 14.1 26.0
e using a simple linear projection to 512d +low temp 128 26.0 415
+512d 512 27.5 435
SimCLR¢p + linear proj 512 33.0 51.6
We call this SImCLR¢p.
= EIX|I= 9|5 i
—|A|' A= F °|_|' SimCLR
o= g il WAP WAPSN
%M. %Fx|§ _?_|z‘>;|- SimCLR _JIQ_JSI Al-‘o(;l-: SimCLR trunk features 2048 13.1 33.9
ol yl= _ - + GeM pooling 2048 21.5 45.3
o AHISHEl Ht (GeM) 2
SimCLR projection 128 9.4 17.3
= = =
o =3 54 43t +GeM pooling 128 1A 18.8
o X2 InfoNCE AZEWMA 20 ALE + strong blur 128 14.1 26.0
N L o = ° +low temp 128 26.0 41.5
o tCHOl My Z2MMS ST 512414
5 +512d 512 27.5 435
Het
SimCLR¢p + linear proj 512 33.0 51.6
0| & SimCLRy,.2F At
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Part 2: Calibrated descriptor distance SIMCLR + Lt
differential entropy ‘

v
(=}

| —®— ImageNet (top-1)
—o— DISC2021 (uAP)
—8— DISC2021 (uAPsy)

SimCLR with varying differential
entropy regularization strengths A
(and no other changes)

Descriptor spaces vary in density.

The meaning of descriptor distance varies based on local density.

top-1 or pAP
-9
o

30
A calibrated descriptor would provide a uniform notion of distance. 20— —
10 | ® i
LKoLeo = — =5 Z 108 min [|z; — z]| ) 0 01 03 1 3 10 30
i=1 JgF; A
Lbasic = LinfoNCE + ALKoLeo
. ~ S . e
Part 2: 28 =l 23X} A2 SimCLR + 60 ) s e S
Of At 9l £ 2 1) .
. | p
cret ot AEZ T Yrtet = A Z= SimCLR % -
A'I D:IX 70 O ket Ck= L}EFL-IE o oo 2 | —®— ImageNet (top-1)
|' oL EE?_“ I' |' |'—7'|| |' |'|_ I'_._ (S 7|Et HE At 212) 5 40 e DISC2021 (uAP)
YA A2l 20|= XY 20 2t HSotrt, 7 | e DISC2021 (uAPs)
HYE YR dE A2l 7HE S M3t g% |
P e———— //
10 | ® i
LKoLeo = — =5 Z 108 min [|z; — z]| ) 0 01 03 1 3 10 30
i=1 JgF; A
Lbasic = LinfoNCE + ALKoLeo
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P
Training [g
[
. 3 = i —] Ve
SSCD: SimCLR¢, + — 3 i ==\ =
differential entropy :% ;
)
SSCD combines SIimCLR ¢ optimizations with Inferance
differential entropy regularization
model HAP  pAPsy | recall@l  MRR . l E| E
SimCLRep  33.0 51.6 586 605
A=1 33.1 51.9 587 609
A=3 38.0 56.1 629  65.1
A=10 453 61.5 677 695
A=30 50.4 64.5 698 714
(S
Training ’L
— (
. | g ] {,/'
SSCD: SimCLR¢p + | || |3 |\
Olt A& 2] = i
=

SSCDL SimCLRCD %| X }Qt 0| At Yl E 21

cEEEE R

model pAP  pAPsy | recall@l  MRR
SimCLR¢p  33.0 51.6 586 605
A=1 33.1 519 58.7 609
A=3 38.0 56.1 629  65.1
A=10 453 61.5 677 695
A=30 50.4 64.5 69.8 714

Inference

Sl [

Z8= 24 3l 2IE0rdS S5t 0[0[X| SA| ZA| | OHEI0|A £X
Additional experiments
. . method trained transfi dims AP AP

e Additional augmentations amecon Tom e il
. . Multigrain [ 7] ImageNet* 2048 205 417
o Rotations, Emoji, Text DINO [] | ImageNet 1500 322 538
o MixUp and CutMix to model collages ~ SimCLR [10]trunk  ImageNet ~ SimCLR 2048 131 339
Dat t SImCLR [1']proj  ImageNet  SimCLR 128 9.4 17.3
¢ batasels SIMCLRcp trunk  ImageNet  strongblur 2048 398 56.8
o Training on DISC dataset SSCD ImageNet  stongblur 512 50.4 64.5
s SSCD ImageNet  advanced 512 555 710
(reduce domain shift) SSCD ImageNet  adv+mixup 512 568 722
o Evaluate on Copydays dataset SSCD DISC srongblur 512 548 636
° Larger trunk model SSCD DISC advanced 512 60.4 711
SSCD DISC adv+mixup 512 615 725
SSCDyeee | DISC adv+mixup 1024 63.7 75.3

X} Al

T/ =3
o ==Y method trainedon  transforms  dims pAP  pAPgy
N Multigrain [ 7] ImageNet* 2048 205 417

x BlAE

o 2, 0|2X|, == DINO [9] 1 ImageNet 1500 322 538
o ZEtFEE REEstY| gk MixUp 2 CutMix  SimCLR [10] trunk  ImageNet  SimCLR 2048  13.1 339
e GO ME SimCLR [/(]proj  ImageNet  SimCLR 128 9.4 17.3
o [.Hol E‘I A‘”Eoﬂ [H-OJ. == SimCLRcp trunk ImageNet  strong blur 2048  39.8 56.8
ol Ol= ZFA SSCD ImageNet  strong blur 512 504 64.5
(=02l olE &) SSCD ImageNet  advanced 512 555 710
o Copydays H|O|E{ M| E0|| Chet T} SSCD ImageNet  adv+mixup  SI12 568 722
e 02 EZT oo SSCD DISC strongblur 512 548 636
SSCD DISC advanced 512 604 711
SSCD DISC adv+mixup 512 615 725
SSCDiarge ! DISC adv+mixup 1024 637 753
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[l

SSCD

SimCLR

Example matches

DISC2021 examples where
SSCD'’s first result is correct, and
SimCLR’s is not.

SSCD  SimCLR  queries

%
5
H
5
&

In conclusion

e Contrastive learning is a promising approach for copy detection,
but requires problem-specific tuning

e Copy detection benefits from unusually strong differential entropy regularization

e We argue that uniform distributions are uniquely compatible with copy detection

v v 38.9 %
v X 39.0 %
X v 0.3 %
X X 21.8 %
Query SSCD SimCLR
Ol A] LX]

SSCDe| A M| Zut= Heh Aty
SimCLRS| ZA1t= H=sHA| F2 DISC2021 Abed|O|Ct

SSCD  SimCLR  queries

v v 38.9 %
4 X 39.0 %
X v 03 %
X X 21.8 %

7
2=

o ChE B2 2AHBX|O 0] QTS HIHOIXIT, §F 2ROl XA Yo Wasit,
o BAEXIE E3) ZEe 02 A=2T Y| 0|HS FaAL,

o BY BEE 24 YR S50 SBECED 2o}
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Image Watermarking

Pierre Fernandez, Guillaume Couairon, Hervé Jégou, Matthijs Douze, and Teddy Furon.
"The Stable Signature: Rooting Watermarks in Latent Diffusion Models." ICCV, 2023.

O[O|X| % E10OHE

Pierre Fernandez, Guillaume Couairon, Hervé Jégou, Matthijs Douze, and Teddy Furon.
"The Stable Signature: Rooting Watermarksin Latent Diffusion Models." ICCV, 2023.
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GenAl - Some Emerging Risks

Election manipulation, Scam, Fraud

- Finance worker pays out $25 million after video
call with deepfake ‘chief financial officer’

Biden Audio Deepfake Alarms Experts in Lead-
0
LR

Trump supporters target black
voters with faked Al images

Up to Elections

25

GenAl - €8 M &

Finance worker pays out $25 million after video

Biden Audio Deepfake Alarms Experts in Lead- call with deepfake ‘chief financial officer’
Up to Elections

Trump supporters target black
voters with faked Al images

25
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Watermarking Different Flavors of Watermarking
Watermark a - ‘& Transformed when e Multi-bit watermarking:
— transmitted from user to user Hide and decode a k-bits binary vector: 01000101... — R

Watermarked content/—\ Watermarked content )
Content (Slightly modified) (Transformed) e Zero-bit watermarking

r" Modify the content, Watermarked: « or X ? v or X

Y > (+confidence)
B" Reveal Q e From multi-bit to zero-bit:

o Compute the number of matching bits M

Watermarking

o Test: M(mm’)>r \\
Reject Hyif M> 1
Traditionally used for IP protection. FPR
Can it be used to enhance detection of GenAl content? How? == # . =
26 27
o 7| o CAKe) OISt © &
HEDOHE HE OOl Lot 7Y
. = A
S - - M8 ES Al e C}= H|E 9/E{OFL-
k HIE O|F ¥E| £7|7| 9 C|2E:01000101... — | 01000100100100010010
EHOIE 2H X
CEE) e ¥|Z HIE HOHY
ZHX QHOIE 8- E= X ?
—r T v —_— | Vorx (+AZ2Y)
Hefor n—» =8 Q o CI5 H|E 9E0H2:
— o YX[St= HE =M ALt -
o HAE: M(m,m’) >r /\\
/ \
M > 70| H H, 7§
HEHOZ Ip 250 AFRE|Of SCf, FPR
=N - SR
0| 20| GenAl 2EI= EX| JHM0 = 2&E 5= UAST? HEA Ztsent? z
26 27
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Imperceptibility

Capacity Robustness

Three Criteria for Watermarking

. Imperceptibility

. Capacity

. Robustness

Distortion must be low

The message to hide can be long enough
can be detected with high confidence

The message must be recovered even
when the content is edited

28
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Watermarking with Deep Neural Networks

Jointly trains 2 deep neural networks to embed/extract watermarks:

Random “
transform ’
> =)  Extractor

Embedder

Original Watermarked Augmented

0100101001 0100101001

[ Zhu, Jiren, Russell Kaplan, Justin Johnson, et Li Fei-Fei. « HIDDeN: Hiding Data with Deep Networks ». In ECCV, 2018.]
[Ahmadi, Mahdi, Alireza Norouzi, Nader Karimi, Shadrokh Samavi, and Ali Emami. "ReDMark: Framework for residual diffusion
watermarking based on deep networks." Expert Systems with Applications (2020).]

HEOFZ L M| 7HX] 7| =

94 =75

9= 0| K OFOF SHCf.

N oo
=

Zofof st

|AIRI7F S 23]
{X| 7t 7+-S 8l OF SHt,

e MBEZ El

[2]
HIT

.82y
LH &0l +=ZElH et HAX| S =& 0] 7HS 3l 0F

rok

ot

28

2066

29
Al= AlZd0L=2 |_9_'6 O_I -| |-9|
ES o35 = o = AFOI& X =
2709 ME AMBLS N 2 A0 YEOIAE M USt D =&
7| FE7|
E/DL o
0100101001 0100101001
[ Zhu, Jiren, Russell Kaplan, Justin Johnson, et Li Fei-Fei. « HiDDeN: Hiding Data with Deep Networks ». In ECCV, 2018.]
[B Ahmadi, Mahdi, Alireza Norouzi, Nader Karimi, Shadrokh Samavi, and Ali Emami. "ReDMark: E W E$S/ 3 7|8o| Thof At @ E{ 0+
=2 A2 3." Expert Systems with Applications (2020).]
29
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Watermarking with Deep Neural Networks

Jointly trains 2 deep neural networks to embed/extract watermarks:

|
|
{uercep

) Embedder

Random s

transform

=)  Extractor

0100101001

Original

[ Zhu, Jiren, Russell Kaplan, Justin Johnson, et Li Fei-Fei. « HiDDeN: Hiding Data with Deep Networks ». In ECCV, 2018.]
30

[Ahmadi, Mahdi, Alireza Norouzi, Nader Karimi, Shadrokh Samavi, and Ali Emami. "ReDMark: Framework for residual diffusion

watermarking based on deep networks." Expert Systems with Applications (2020).]

0100101001

0100101001

[B zhu, Jiren, Russell Kaplan, Justin Johnson, et Li Fei-Fei. « HiDDeN: & HIEQAZ H0|E &7|7|».In ECCV,2018.]
[E)Ahmadi, Mahdi, Alireza Norouzi, Nader Karimi, Shadrokh Samavi, and Ali Emami. "ReDMark: & W EQ/3 7|@to| THof =Hit 2/ E Ot

2 3." Expert Systems with Applications (2020).]
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Example of Stable
Diffusion

Stable Diffusion

e Text-to-image model
e Fully open-sourced (training code, inference, model, etc.) in late 2022
e Post-hoc watermarking present in code release (images are generated, then watermarked)

Model training Model inference  Output data

Training data

X

Post-hoc watermarking
- Easy to remove if open-sourced

[E Rombach et al., High-Resolution Image Synthesis with Latent Diffusion Models. 2022.]
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[B Rombach et al., High-Resolution Image Synthesis with Latent Diffusion Models. 2022.]
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Example of Stable
Diffusion

https://github.com/Stability-Al/stablediffusion/blob/main/scripts/txt2img.py#L 363

img = generator.generate (text_prompt)
—

# img = wm_encoder.put watermark (img)

img.save (img_path)

Pierre’s > Stable
cat Diffusion

32

Stable Signature

Post-hoc watermarking:
+ More flexible
- Easy to remove if open-sourced

Training data  Model training Model inference  Output data

X<_ x
Stable Signature
Rooting watermarksin ~ + Harder to remove

generative model? + Works in open-source scenarios
+ Fast (no need to post-process image)

33

https://qithub.com/Stability-Al/stablediffusion/blob/main/scripts/txt2img.py#L363

img = generator.generate (text_prompt)
—

m # img = wm_?.':?'.ﬁ.put_watermark(img)

img.save (img_path)

moj=e
1ol

N T

32
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Stable Diffusion
SD = Big LDM

' LDM
Decoder

‘Tahiti mountains, in the style of Gauguin’

N T
é?)iffusion
Model

+ possibly
fine-tuned

[B Rombach et al., High-Resolution Image Synthesis with Latent Diffusion Models. 2022.]
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[B Rombach et al., High-Resolution Image Synthesis with Latent Diffusion Models. 2022.]

34

COPYRIGHT PROTECTION TECHNOLOGY :
Safeguarding Creativity in the Hyperconnected Era of Digital Transformation

=H= 24 3 YHIEE Sg

O[0|X| £ ZX| | OHEOJA £X

Original

Decoder

Stable Signature

“Fine-tune LDM decoder s.t.

every generated image is directly watermarked”
1 Fine-tuned

; WM
Decoder

‘Tahiti mountains, in the style of Gauguin’

%Diffusion
Model

+ possibly
fine-tuned

[E Rombach et al., High-Resolution Image Synthesis with Latent Diffusion Models. 2022.]
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before distribution
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6 Fine-tuned

before distribution

Al generated?
vIX
36
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Stable Signature:
Method in 2 Steps

(a) Pre-train watermark encoder/extractor

mperceptibility
@‘ Step (b)

Random PO

transform
>

»

Original Watermarked Augmented
0100101001  Piunpunenu (S
watermark

‘Robustness
- 48-bits

- 100k images from COCO, resolution 256x256
- 300 epochs (1 day/ 8 GPUs)

o~
b= e

Embedder P

Extractor

0100101001
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@‘ £ (b)

0100101001

‘azg

- 48H|E

- COCOO|M 7}X 2 100k O|O| K|, 8| & = 256x256

- 3000123 (1¥/87 GPL))
37
275



2024 =HIKEY = SHEA

International Copyright Technology Conference 2024

Stable Signature:

Method in 2 Steps
(b) Fine-tune LDM decoder “

Fixed 77: 00110 A= = == == == == o= o o o= | | e e e - -> Decoded m’

230
o

XLy,
%
Encoder > - g4 Decoder

latent

- 100 steps only!
- 400images, Tmin /1 GPU
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Stable Signature:
Method in 2 Steps

(b) Fine-tune LDM decoder ‘
Robustness

Fixed 7: 00110 A= = = == == == o= o= o o= | | e em - -> Decoded m’

L- O T
2THA| 2t
M

EA Lo

- 100ECHA2H
- 4007ii O|OfX| & 12/1GPU
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Encoder > z N Decoder
latent
Origina/ mperceptibili
— Decoder =7 e
- 100 steps only!
- 400images, Tmin /1 GPU
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Detection Results

1.0
()]
0.8
(a4
206
'JU:) =0O—- None ws{ e Crop10% =={J== Combined
£ 04 ~O— Crop 10%
v ~O— Bright. 2.0 > ,
= 04 =0~ Combined

37— Forensics’

10—12 10—8 10—4 100 Forensics = passive detection with classifier

2023 IEEE i on ics, Speech and Signal Processing (ICASSP). IEEE, 2023]

False Positive Rate

[Convi, Riccardo, et al. "On the ion of ic images by diffusion models." ICASSP 2023-
©
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Generation Quality

Original model Watermarked Difference

PSNR /SSIM 1 FID |

Quantitative results:

Text-to-Image LDM[ ] 30.0/0.89 19.6 (—0.3)

10k generated . Image Edition DiffEdit[ ]  31.2/0.92 15.0( 0.3)
512x512 images = — =

& Inpainting - Full Glide [ ] 31.1/0.91 16.8 (+0.6)

- Mask only 37.8/0.98 9.0 (+0.1)

Super-Resolution ~ LDM [ | 34.0/0.94 11.6 (--0.0)
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9= Do QE{ O FA| AtO|

PSNR / SSIM 1 FID |

o A1}
Text-to-Image LDM|[ ] 30.0/0.89 19.6 (—0.3)
10k &4 ., Image Edition DiffEdit[ ] 31.2/0.92 15.0( 0.3)
512x512 O| 0| X| % =T e
& Inpainting - Full Glide [ ] 31.1/0.91 16.8 (+0.6)
- Mask only 37.8/0.98 9.0 (+0.1)
Super-Resolution ~ LDM [ | 34.0/0.94 11.6 (+0.0)
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Conclusion

e Two approaches
o Passive / active
o Different use cases
e Tradeoffs
o True positives vs. false positives

e Thanks!
kg
Pierre Ed Pizzi Hervé Jegou Guillaume Sreya Dutta Sugosh
Fernandez Couairon Roy Nagavara
Ravindra 43
74
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=
Pierre Ed Pizzi Hervé Jegou Guillaume Sreya Dutta Sugosh
Fernandez Couairon Roy Nagavara
Ravindra 43

280 281



COPYRIGHT PROTECTION TECHNOLOGY :
2 024 EI'"I-I EIl.i'lj I% 'E'_]I'l EI_1¢ Safeguarding Creativity in the Hyperconnected Era of Digital Transformation

International Copyright Technology Conference 2024 MEMO

282 283



COPYRIGHT PROTECTION TECHNOLOGY :
2 024 EI'"I-I EIl.i'lj I% 'E'_]I'l EI_1¢ Safeguarding Creativity in the Hyperconnected Era of Digital Transformation

International Copyright Technology Conference 2024 MEMO

284 285



2024 =HIKEY = SHEA

International Copyright Technology Conference 2024

280



